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HOJIUTHKA
3AMUTLI HH(OPMALHH, COAEPRAMIEICs B HH(OPMAIHONHLIX CHCTEMAX
MYHUIHIAIBHOT0 0I0KeTHOI0 YUPe:KICHUs J0N0JHHTEJIbHOro 00pa3oBaHHs
COOPTHBHASL IIK0JIA oJiMMuMiickoro pesepsa Ne 13 «Boaraps» ropoackoro okpyra ToasarTu

1. O0mue noJoKeHus

1.1. Hacrosimas TToimTuka pa3paboTana B COOTBETCTBHE € MOIOKeHHsIMH DejlepabHOro 3aK0Ha
or 27 mona 2006 r. N 149-®3 "O6 undopmanuy, WHOOPMAIMOHHBIX TEXHOJOTHAX M O 3alUTE
uHpopmanuu" (manee - 3akoH 00 uHpOpMaNUH, HHPOPMAIIMOHHBIX TEXHOJOTHAX H O 3allUTe
uHbopmanun), Penepansroro zakona or 27 uoms 2006 r. N 152-03 "O nepcoHalBHBIX JaHHBIX,
nocranoBieHus llpaBurenscrea PO ot 1 nHosOps 2012 1. N 1119 "O06 yreepxienun tpeboBaHui K
3alUTe MEPCOHAIBHBIX JaHHBIX Npu uX o0paboTke B MH(POPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
JaHHBIX", npukaza OenepanbHON CIyXKOBI 110 TEXHHUYECKOMY M HKCIIOPTHOMY KOHTpoIio oT 11 ampens
2025r. Nel117 "O6 yreepxkmenuu TpeGopanuii o 3amwure wuudopmanuy, Ccoaepiameica B
rocyJapCcTBEHHBIX HH(OPMAIIMOHHEBIX CHCTEMaX, HHBIX HH(MOPMAIMOHHELIX CHCTEMaX roCyIapCTBEHHBIX
OpraHoB, TOCYIApCTBEHHBIX YHHTAPHBIX INPEANPUATHII, rocylapcTBEHHLIX yupexuenuit" (mamee -
TpeboBanust o 3ammre uHGOpMarmu), npukaza @exepaibHoil coyXOBl 0 TEeXHHYSCKOMY H
9KCIOPTHOMY KOHTpomio oT 18 ¢eppans 2013 r. N 21 "OO yreepixaenun CocraBa M COJCpIKAHUS
OpraHu3allMOHHBIX U TEXHHYCCKUX Mep 110 obecreuetnio 0e30MacHoCTH EPCOHANLHBIX JIAHHBIX IPH X
00paboTke B MHGOPMAIMOHHBIX CHCTEMAX [IEPCOHANBHLIX JAAHHEIX" U OIpeelsieT e, CTPATETHIO,
MIPAaBHIIA, METO/IBI M IIPHHIMIIBI 32U Thl MH(pOopMaluoHHblX akTueos MBY IO CIIOP No 13 «Bonarapsy
(anee — YapexaeHue) oT yrpos. .

1.2. B pavkax wuacrosimei [lonuruku 1ox HHQOPMAIMOHHOW CHUCTEMOI ITOHMMAETCS
COBOKYITHOCTh cojiepianieiicss B Oazax JadHbIx HHQOpManmu H obecnevynBalomux ee o0paboTKy
MH(QOPMAIMOHHBIX TEXHOIIOTHI H TEXHUYECKHX CPEJICTB.

1.3. Yupexnenue oOecrieuuBact 3aliuTy UHGOpMAMK Ha BeeX crajausx (dramax) obpaborku u
XpaHeHHS HH(DOPMAUMH, CO3JaHHs W pazBuTHd (MOJACPHH3ALMH), HKCILIYATallHH M BBIBOJA H3
OKCIUTyaTallud HH(POPMAIIMOHHONH CHCTeMbI B paMKax (DYHKIMH, BLITOJHIEMBIX UM B COOTBETCTBHH C
3akoHoM 00 uHpoOpMAaIHi, HHYOPMAIMOHHBIX TEXHOIOIHSX H O 3a1UTe HHOOPMAIHH.

1.4. HedictBue nacrosuieil [lonywruky pacnpocrpansieTcess Ha BceX pabOTHHKOB, CTPYKTYpPHBIE
NOJpa3feneHus, HI(OPMALUOHHLIC CHCTCMbBI, MATCPHAILHLIC U LH(POBBIC AKTHBLI YUpPEXKJECHHS, a
TaK)Ke BHEIIHHUX I10JIb30Bareleil, paboTalonumx ¢ ero JTanHbIMH. \

Hacrosmas [lomurtuka obs3areibia Uil HCIIOMHEHUST BCCMU TTOJpas/ieneHusivMu (paboTHUKAMH)
YuapexxaeHust B 9acTH, UX Kacarolleiics.

Opranuzanuu, KOTOPhIM HPEJIOCTABISETCS JOCTYIT K HHOPMAIMOHHBIM CHCTEMaM Y UpeskIeHus]
U (MIH) cojiepkanieiics B HUX HHGOPMALMH sl OKa3aHus ycnyr, nposejcnus pabot mo ofpadoTke,
XPaHEHHIO HH(OpMAaLMK, CO3Januio (pa3BuTHIO), OOCCIEeUCHMIO IKCIUIyaTallud HHGOPMAIHOHHEIX
CHCTEM, a TaK)Ke JJIsl BBIIOJIHEHMs paldoT, OKasaHWs YCIyr 10 3ammre uHdopmanud (nauee -
IIOJIPSIIHBIE  OpraHu3alliu), JO0JDKHLI OLIThL O3HAKOMIJIEHBI ¢ HacTosimed [lomuTukoH B 9acTH, HX
KacaroIencs.
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OO0s3aHHOCTD MOJPSITHONW OPraHU3ALUM 110 BBIMOJHEHHUIO HacTosAuied [TomuTHKM 1OMKHA OBITH
omnpezesneHa B JOKYMEHTAX YUPEKIEHHUS, HAa OCHOBAaHMM KOTOPBIX B TOM 4YHUCIE NEPENaeTCs
uHpoOpMalMs, TMPEeNOCTaBIAeTCS JOCTYyl K HH(GOPMAIMOHHBIM CHCTEMaM YUpeXXACHHUS WU
cojiepkalieiics B HUX HH(pOpMaIum.

L.5. Ilepeuenn uHopManuu, MH(POPMALMOHHBIX CUCTEM, KOMIIOHEHTOB
MH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHOW HH(PACTPYKTYphl, MOJIEKAIMX 3allIUTE, OIpPENEeNEeH B
IIPUJIOKEHUH K HacTosAwen [lonuruke.

2. lesu u 3aga4um 321U THI HHGOPMaLUK

2.1. Henu 3ammThl HHPOPMAIMH OMPEIACISAIOTCS YUPEKACHUEM HCXOAS M3  OXHUIAEMBIX
pEe3yNbTaTOB, HANPABIECHHBIX HA HEIOMYIICHHE WJIM CHIDKCHHWE HETaTHBHBIX IOCIEIACTBUI OT
peanuzanuu yrpo3 0e30macHOCTH.

2.2. OCHOBHBIE 1I€JIN 3aIIUTHI HHPOPMALIUY BKIIOYAIOT:

- obecnieyeHue 3auThl (HEKPUNTOrpapuISCKUMHA METOAaMu ) HHGOPMAIIIH;

- MpeAOTBpaIlleHNe HEeCAaHKIIMOHIUPOBAHHOTO JTOCTYNA K WH(OPMAIIUH, CTICIIHATbHBIX BO3ICHCTBUI
Ha wuHpoOpMamuio (HOCcUTEeTW HHPOPMAIMHM) B IENAX €€ J0ObIBaHWS, YHUUYTOXKCHHS, HCKaKCHUS,
OJIOKMPOBAHUS JOCTYNA K HH(POPMAILIUH;

- HeJIOMyIIeHHE (CHIKEHHE BO3MOYKHOCTH ) HACTYIUICHHS! HETaTUBHBIX MOCIEACTBHI (COOBITHIT) OT
HapyIICHUsT KOH(PUACHIMATHHOCTH, IEIIOCTHOCTH, MOCTYMHOCTH WHGOpManuu (fanee - HapyIlIeHUE
0e30macHOCTH HHGOPMAITIH);

- HeJomynieHne (CHIKEHHE BO3MOKHOCTH ) HACTYIIICHUSI HETaTUBHBIX MOCIIEACTBUI (COOBITHIT) OT
HapymeHus (yHKIIMOHUPOBAHUS MH(OOPMAIITMOHHBIX CHCTEM BCIIEACTBUE peaau3anuil (BOZHUKHOBEHUS)
yrpo3 6e30MacHOCTH HH(POPMAIIHH.

2.3. OCHOBHBIMH 33Jla4aMH 3aIIATH HHGOPMAITUH SBJISIOTCS:

- 3amuTa OT HECAaHKIMOHMPOBAHHOTO JOCTyna K uH(opmammu, coaepkamieics B
WH(POPMAITMOHHOM CHCTEME;

- IPEIOTBpAIlIEHUE YTEYKH UHHOPMAITUH;

- MOHUTOPHUHT U OOHApyXEHHE YTPo3;

- co3anue 0e30macHoi MU(pPOBON Cpebl.

3. [IpuHUMNBI 32U THI HHPOPMALIMHT

3.1. 3amwura wuHPOpMANMH, CcoOAepKameHcs B HWHOOPMAIMOHHOW CHCTEME YUpEeXKICHHUS,
OCHOBBIBACTCS Ha CICIYIONINX MTPUHIIUAIAX:

- KOH(UICHIMATBLHOCTh: UH(GOPMAIUs TOCTYIIHA TOJILKO aBTOPHU30BAaHHBIM IOJIH30BATENIAM, UTO
CO3/a€T 3alIUTy OT yTEUEK;

- LIEJIOCTHOCTH: 3allUTa JAHHBIX OT CIy4YailHOrO MM HAaMEPEHHOT0 M3MEHEHUS, MOIMEHBI WU
yIaneHus;

- JIOCTYITHOCTBh: obOecrieueHue OecrnepeOoiHOTO gocTyna K HWHGOPMAIMK aBTOPHU30BAHHBIX
II0JIb30BATEJICH B HY)KHOE BPEMS;

- 3aKOHHOCTb M OOOCHOBAHHOCTH 3alIMTHI: 3alluIaeMas HHGOpMaIus M0 CBOEMY IPaBOBOMY
CTaTyCy OTHOCHUTCSI K MH(GOpPMAITUHU, KOTOPOI TpeOyeTcs 3alliTa B COOTBETCTBUHU C 3aKOHOIATEIIbCTBOM;

- CHCTEMHOCTh: HEOOXOIMMOCTh Yy4yeTa BCEX B3aMMOCBA3aHHBIX, B3aUMOJACHUCTBYIOUIUX U
M3MEHSIIOIIUXCS BO BPEMEHHU 3JIEMEHTOB, YCIOBHA U (PAKTOPOB MpH BCeX BHUIAX WH(MOPMAIMOHHON
NesITeIbHOCTH U MH(OPMAIITMOHHOTO IIPOSBICHUS, BO BCEX CTPYKTYPHBIX 3JIEMEHTAX, MPU BCEX PEXKUMAX
(GyHKIIMOHUPOBAHUS;

- KOMIUIEKTHOCTb: COTJIACOBAHME PA3HOPOAHBIX CPEJICTB IMPH MOCTPOECHUH ILIETOCTHON CHCTEMBI
3aIUTHI, IEPEKPHIBAOIIEH BCE CYIIECTBEHHBIE KaHAJbl peaM3alliy yrpo3 M HE COIepKalleil ciadbix
MECT Ha CThIKaX €€ KOMIIOHEHTOB;

- HETPEPBIBHOCThH 3AIUTHI: IPUHITHE COOTBETCTBYIOIINX MEp HA BCEX ATAIaX KU3HEHHOTO ITHKJIa
MH(OPMALIMOHHON CUCTEMBI, HAUMHAS C CAMbIX PAaHHHUX CTaJWUN MPOEKTUPOBAHNUS;

- pa3yMHas JOCTAaTOYHOCTb: CTOMMOCTH 3alllUThl JOJKHA COOTBETCTBOBATH IOTEHIIUATBHOMY
yiiepOy OT MOTEPH JTaHHBIX;

- MEepPCOHANbHAS OTBETCTBEHHOCTH: KaXIBIH CYOBEKT JOCTYNa HECET OTBETCTBEHHOCTHh 3a CBOM
JIEUCTBUSL.
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4. O0beKThI 3aIUThI

4.1. OOvexramu 3amMTHl WHGOpPMALMU SBIAIOTCA MPOrpaMMHbIE, MPOrpaMMHO-alapaTHbIE
CpEICTBa, UH(POpPMaLIMOHHbIE CUCTEMBI, ceTu u IOJICETH, oOpasyromiye
MH(pOPMALMOHHO-TEIEKOMMYHUKALMOHHYIO HHOPACTPYKTYPY Y UpEkKAECHUS.

4.2. IlepeyeHb 00BEKTOB 3aIMTHI OMPEAEIICH B MPUIOKEHNH K HacTosmel [TonmuTuke.

5. Opranuszauus v ynpaspJieHue AesiTeJJbHOCTBIO 10 3a1uTe HHpopMaunu

5.1. YupexnaeHue oOpraHusyeT IesATEIbHOCTh 10 3aIluTe WH(OpPMAIMU M YIpaBIseT €0 B
cooTBeTcTBUH ¢ TpeboBaHusIMH 0 3amuTe HHPOpManuu 1 HacTosmel [lonuTukoii.

5.2. Opranuzanus JesTeTbHOCTH I10 3alnuTe HH(OpMAIUK BKIIFOYACT:

- pa3paboTKy U yTBepskAeHHue HacTosmel [lonutuky;

- OIIpeJIeJIeHNE JIHII, OTBETCTBEHHBIX 3a 3aIlUTy HH(OpMaLINH;

- TPUMEHEHHE TMPOrPaMMHBIX, MPOrPaMMHO-AIMNAPATHBIX CPEJICTB, MNPEIHA3HAYEHHBIX IS
3aIUTHl HHGOPMAITUH;

- pa3paboTKy U yTBEP)KICHHE BHYTPEHHUX CTaHIAPTOB I10 3aIUTe HH(POPMALINH;

- pa3paboTKy U yTBEPKACHHE BHYTPEHHUX PErJIaMEHTOB I10 3aIUTe HH(OpMaIUu;

- BBIICTICHHE OPTraHU3ALMOHHBIX, TEXHUYECKUX U HHBIX PECYpCOB, HEOOXOJUMBIX JUIS 3aIUThHI
nHpopMaIuu.

5.3. 3amuTy MH(GOPMAIIUU OPraHU30BBIBAECT PYKOBOIUTENb YUPEXKICHHUS WU IO €r0 PELICHHIO
OTBETCTBEHHOE JIUIIO.

5.4. Oo0s3anHoctd ((QYHKIMHM) W TIOJHOMOYHS OTBETCTBEHHOTO IIMIA [0 OpTaHU3aIluu
NEeSITeIbHOCTH 110 3alUTe MHPOPMAINH, YIPABIECHUIO 3aIIUTON HHPOPMAIINH, a TAK)KE [0 OpraHu3aluu
KOHTPOJISL 3a JaHHOW JEeATeNbHOCTBIO Yy YUPEKICHHUS JIOJDKHBI OBITh BKIIOYEHBI B JIOJKHOCTHBIC
00s13aHHOCTH (TpynOBbIe (DYHKIIMH) OTBETCTBEHHOTO JIUIIA.

CocraB oOs3aHHOCTel ((QYHKIMH) W TOJTHOMOYMN OTBETCTBEHHOTO JIHMIIA JOJDKEH OBIThH
JOCTaTOYEH [UJIsl OpraHu3aldd JAESITeIbHOCTH IO 3amuTe HWH(OpPMalUW U YOpaBlIE€HUS JTOU
JeSTEeIbHOCTBIO B COOTBETCTBUU ¢ TpeboBaHMsAME 0 3amuTe nHpopMmauu 1 Hactosmei [loautukoii, a
TaK)Ke OpraHu3ali KOHTPOJIS 32 JAHHOM 1eATEIbHOCTHIO B Y UPEkKACHUU.

5.5. PykoBogutenb YupekIeHHs, OTBETCTBEHHOE JIMLIO CO3HAIOT (ONPENENSAIOT) CTPYKTYpHOE
MOJIpa3JelieHne WU Ha3HA4YaloT OTAEIbHBIX CIIEHUATMCTOB, Ha KOTOPBIX BO3JIAraloTcsi 00sI3aHHOCTHU
(pynkimm) no 3amuTe nHGOpMALKHU (Jaliee - CTPYKTYPHOE Moipa3/eieHre (CIeUaIiCThl) 10 3aluTe
nHpopManun).

@OyHKIIUY ¥ TOJTHOMOYHS MO 3aIIUTe MHPOPMALUHU CTPYKTYPHOTO MOJpPA3JEICHUS MO 3aIIUTE
nH(OPMAaLIUK OMPENESIOTCS B MOJIOXKEHUH O CTPYKTYPHOM MOJpa3AeieHUH WM MHOM JOKYMEHTE, B
COOTBETCTBHH C KOTOPHIM (DYHKITMOHUPYET CTPYKTYPHOE MOIpa3iecHHUE.

O06s3arHOCTH ((DYHKITMHN) M TIOTHOMOYHS CIICIIHAIMCTOB T10 3aIUTe WH(POPMAIIUU 110 TPOBEICHHUIO
MEpPONPUATHA U MPUHATHIO Mep MO 3amure WHGPOPMAIMU JODKHBI OBITh YCTAaHOBJIEHBI B HX
JOJDKHOCTHBIX 00S13aHHOCTSIX (TPYIOBBIX (DYHKITUSX).

CocraB oOs3aHHOCTEW ((YHKIMI) M TOJIHOMOYMH MO 3auIUTe HHOOPMAIMHM CTPYKTYPHOTO
noApa3aesieHusl (CIeUaINCTOB) M0 3auTe HHPOPMAIUK JTOHKEH OBITh JOCTATOYEH ISl TIPOBEICHUS
MEPONPUATHIA U MPUHATUS MEP IO 3aIIUTe MHPOPMAIIUU B COOTBETCTBUH ¢ TpeOoBaHMAMHU O 3aIIUTE
nHpopMmanuu u Hactosmei [lomuTrukoii.

IIpumeyanue. B cinydae HamMuusg y YUpEKICHHS CTPYKTYPHOTO IOAPA3ACICHUs, HA KOTOpOe
BO3JIOKEHBI QYHKITUU 110 00ECTICUeHHIO HHPOPMAITMOHHON O€30IaCHOCTH, 3aluTa HHOOPMAIIUH MOKET
OBITH BO3JIOXKEHA Ha yKa3zaHHOe nozpasaeneHue (myHkT 19 TpeboBanuii o 3amuTte nHGOpMAaIm).

5.6. PabOTHUKH CTPYKTYpPHOTO TOJIpa3iesieHus (CIeUATNCTHI) 0 3alIUTe HHPOPMAIUH JOKHBI
o0janaTh KOMMETEHUUSAMH, HEOOXOAMMBIMHU JUIsl BBIOJHEHUS BO3JIOKEHHBIX Ha HUX 00s3aHHOCTEH
(pyHkwmii) mo 3ammre WH(GOPMAIMK B COOTBETCTBUU C TpeboBaHWsMU O 3amuTe WHPOPMAIUU U
Hacrosiuiei [lomnTrkoi.

He menee 30 mpoieHTOB pabOTHUKOB CTPYKTYPHOTO IMOJPA3/EiCHUs MO 3aluTe MHPOpMAaLuU
JOJKHBI UMETh TpodecCHOHaIbHOe 00pa30BaHNe MO CIENHMATbHOCTH WM HAMPABJICHUIO MTOATOTOBKU B
o0yacT MHPOPMALMOHHONW 0€30MacHOCTH WJIM MPOWUTH OOydeHHE MO MporpamMme NnpodeccHoHaIbHOM
MEePENOATOTOBKY B 00J1aCTH HHPOPMAITMOHHOM 6€30MacHOCTH.
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5.7. CtpykTypHOE Tofpa3zefieHue (CHEIUAINUCThI) TO 3aluTe WHOOPMALUUA JAOKHO (IOJHKHBI)
obOecrieunBarh 3alUTy HWHQPOPMAIMM BO B3aUMOACHCTBUU C ToJApasieieHusMH (paOOTHUKaMM),
HCIIONB3YIOLUMHU uH(pOpMaIMOHHBIE CHUCTEMBI, u no/Apa3ieeHUsIMU (paboTHUKaMHN),
o0ecreunBaIIUMU HKCILTyaTalio HHHOPMAIIMOHHBIX CUCTEM.

5.8. Tonpaznenenuss (paOOTHUKHM), HCHOJB3YIOIUE HH(POPMALMOHHBIE CUCTEMBI, TOJDKHBI
y4acTBOBaTh B IPOBEICHUU MEPOIPHUATHH U NPUHATHH MEp MO 3amuTe HHPOopMaluud B o0bEMeE,
YCTaHOBJICHHOM Y4YpeKICHUEM BO BHYTPEHHHUX CTaHJAPTax M periaMeHTax Mo 3amuTe HHPOPMAITUH.

[lonpaznenenus, oOecneunBaOIIMe OSKCIUTyaTallMl0 HHQOPMAIMOHHBIX CHCTEM, JOJIKHBI
MPOBOANTh MEPONPHATHS W MPUHUMATh MEpPHl MO 3aluTe WHQOpMAIMH B XOAE COMPOBOXKICHUS,
oOciykMBaHUSI MH(QOPMAIIMOHHBIX CUCTEM, MOCTAaBKM KOMIUIEKTYIOIIMX M HHBIX BHUJOB paboT Mo
AKCIUTyaTalud WHPOPMAIIMOHHBIX CHUCTEM B 00bEME, YCTAaHOBICHHOM YUpEXJICHHEM BO BHYTPEHHHX
CTaHJapTax U periiaMeHTax Io 3aluTe HHPOopMaIuu.

5.9. CTpyKTypHBIM MOApa3ieicHHEeM (CIeNUaTuCTaMHi) IO 3alluTe HHQOpPMAIMH JTOTKHBI
MPUMEHSTHCSI MPOTrpaMMHBIE, TPOTPaMMHO-ANMapaTHbIE CPEICTBA, IO3BOJSIONINE OO0ECIEeUnTh
BBITIOJTHEHUE BO3JIOKEHHBIX HA HUX 00s13aHHOCTEH ((pyHKIIMIA) 1O 3amuTe HHPOPMAIUH, B TOM YHCIIE 110
BBISIBIICHUIO YIpo3 0€30MacHOCTH HHGPOPMAIMK, OOHAPYKCHHIO W TPEJOTBPAIICHUIO BTOPKEHUH,
MPOBEJICHUIO KOHTPOJISI YPOBHS 3aIIMIEHHOCTH WHQPOPMAIUH, CoAepKaleiics B MHPOPMAIIMOHHBIX
CUCTEMaX, MOHHMTOPHHTY HH(POPMAIMOHHON 0e30MacHOCTH MH(GOPMAIMOHHBIX CHCTEM, BBISBJICHHUIO
YS3BHUMOCTEH, KOHTPOIIIO HACTPOCK M KOHPUTYpanuii MHQOPMAIIMOHHBIX CUCTEM, a TaKKe CPEJICTBA U
CUCTEMBbI, IpeJHa3HAYCHHbIC ISl aBTOMATHU3AllMM M AHAJIUTUYECKOW TMOAJNEPKKH IESTebHOCTH I10
3amuTe HHQOPMAIIHH.

CoctaB mporpaMMHBIX, MPOrPAMMHO-ANIAPATHBIX CPEJICTB, HEOOXOJUMBIX CTPYKTYpPHOMY
MOJIPa3IeNICHNI0 (CIeNUaINCTaM) MO 3amuTe WHGOOPMALUKA 7Sl BBHITIOJHEHUS BO3JIOKEHHBIX HAa HHX
oOsi3aHHOCTEN ((PyHKIMI), OmpeaenseTcs BO BHYTPEHHHX CTaHIapTax W perjiaMeHTax M0 3aluTe
uHpOpMalnu.

5.10. ns mpoBeneHHUsT MEPOTIPUIITHIT U TIPUHATHS MEp MO 3anuTe WHPOopMauu Y UpeKIeHuEM
MOTYT MPHUBJICKATHCS OPraHU3alW{, UMEIOIINE JINIICH3UIO Ha JCSITeNbHOCTh MO0 TEXHHYECKOH 3aliuTe
KOH(pHUACHITMAIbHONU HHpOpMaIuu (fajiee - CreruaTIn3upoBaHHbIC OPTaHU3AIINHN ).

CocTaB MPOBOAUMBIX CIIEIUATH3UPOBAHHBIMA OPTAHHU3AIMSAMU MEPOIPHUSTHI U MPUHUMAEMBIX
MMHU Mep IO 3aIIuTe UHPOPMALIMH, UCTIONBb3YEMBIX IPU 3TOM MPOTPaAaMMHBIX, IPOTPaAaMMHO-aNNapaTHBIX
CPEICTB, MPEAHA3HAYCHHBIX JUIS 3alIUThI MH(OOPMAIIUH, ONIpeIeIsSeTCs Y UpeKICHUEM.

PaGoTHUKH CTPpYKTYpHOTO TTOApa3aesieHrs (CIeHAIUCThI) MO 3alUTe HHPOPMALUK Y UYPEKICHUS
JOJDKHBI TIPUBJICKAThCS K TMPUEMKE pEe3ylIbTaTOB pPabOT W YCIYT, BBIIOJHSIEMBIX (OKa3bIBAEMBIX)
CHeHaTN3UPOBAHHBIMU OPTaHU3AIUSIMH.

5.11. YupexnenueM pa3paboTaHbl U yTBEP)KIACHBI:

- BHYTPEHHHE CTaHapThI MO 3alluTe HHPOPMAIUH, YCTaHABIMBAIOLIME TPEOOBaHUS K peann3alii
Mep Mo 3ammre WH(OpPMAalMd TPUMEHUTEIHHO K OCOOCHHOCTSAM JACSITENBbHOCTH YUPEXKACHUS U
(G YHKIMOHUPOBAHUS HHPOPMAITMOHHBIX CHCTEM;

- BHYTPEHHHE pEIJIAMEHTHI IO 3aluTe WHGOPMAIMU, COJEpKalle MOPSIOK TPOBEIACHUS
MEPOMNPUATHI WM ONUCAaHUE PEATU3yeMbIX MPOLIECCOB MO 3auiuTe WHGOpPMAIUU MPUMEHHUTEIHHO K
OCOOCHHOCTSIM JIEATEIHHOCTH YUPEeKIECHUS U PYHKIIMOHUPOBAHUS HH(POPMAITMOHHBIX CUCTEM.

OO6nacTh AelcTBUS BHYTPEHHUX CTaHJAPTOB U PETJIAMEHTOB 10 3aluTe HHPOPMAIUH OIpeieieHa
YupexaeHuem.

5.12. BuyrpeHHue cTaHAApTHl W PETJIAMEHTHI 10 3aluTe HWHPOPMAIUK TOBOIATCS 110
IIOJIB30BATENIEH, a TAKXKE MOAPSAAHBIX OPraHU3aLMK B YaCTH, UX KACAIOLEUCH.

BHyTpeHHue cTaHmapThl M perjiaMeHThl M0 3amuTe HWHOpPMALMK TOJJIEKAT HCIOTHEHUIO
MOJIb30BATEIISIMHU B YAaCTH, UX KACAIOIICHCS.

OO6s13aHHOCTD MOAPSATHON OPraHU3aLUH 10 BBHIOJTHEHUIO BHYTPEHHUX CTaHAAPTOB U PErilaMeHTOB
no 3amuTte uHpOpManuu AOKHA OBITH OMpenelieHa B JOKYMEHTax YUpexJICHUsS, Ha OCHOBAaHUU
KOTOpBIX TMepeaaercs HHPoOpMaIusa, IpeIoCTaBiseTcss IOCTyn K HWHGOPMAIMOHHBIM CHCTEMam
VYupexxaeHus WK cojiepKalieiicss B HUX HHPOpMaIum.

5.13. CtpykTtypHOE mojpasneneHue (CIeruaiiucThl) Mo 3amuTe HHPOopMaIuu JTODKHO (JIOHKHBI)
pa3pabarbiBaTh U MPEICTABISTH PYKOBOJIUTEIIO YUPEKACHUS, OTBETCTBEHHOMY JIMIY OOOCHOBAaHHBIC
MpeIIOKEHUSI 10 OpraHU3allMOHHBIM, MAaTepUaIbHO-TEXHUYECKUM M HMHBIM 00eCleunBaomuM
pecypcam, HEOOXOTUMBIM JIsI TIPOBEICHHS MEPOIIPUSATHI U TPUHATHS Mep 10 3aliuTe WH(OpMaInu, ¢
YKa3aHHMEM CBEJCHUMN O LeJsAX 3alluThl HHPOpPMAIH, Ha JOCTHKEHHE KOTOPBIX TPeOyIOTCs pecypcehl, U
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MepeyHs] HETATUBHBIX IOCIEICTBUN (COOBITHII), HACTYIUIEHUE KOTOPBIX MIPOTHO3HPYETCS B Clydae
OTCYTCTBHUSI PECYPCOB.

PykoBonmuTens YupexaeHus, OTBETCTBEHHOE JIMII0 HA OCHOBE MPECTABICHHBIX MPEAIOKEHUN U B
npenaenax HUMEIOLIUXCS CpEeICTB npeaycMaTpruBaeT BbIJIETICHUE OpraHHU3aIMOHHBIX,
MaTepUaTbHO-TEXHUUECKUX M HHBIX O0ECIICUMBAIONIUX PECYpPCOB MJsi MPOBEACHUS MEPONPUITUNA U
MPUHATHS MEp MO 3alluTe UH(pOpManuu, NMpUBJIEUEHUsI NMPU HEOOXOIUMOCTU JONOJHUTENbHBIX CUI U
CPEICTB JUIsl 3allUThl MH(POPMAIUM B COOTBETCTBHHM ¢ TpeboBaHMsSMU O 3amure HHPOpMAIMH U
HacTosei [loauTrkoi Ha Bcex ATanax *KU3HEHHOTO HUKIJIa HH(OPMAIMOHHBIX CHCTEM.

5.14. VYnpaBneHue AEATETBHOCTHIO MO 3aluTe WH(DOpPMAIMU OCYIIECTBISACTCS B paMKax
(GYHKIMOHMPYIOIIEH OpraHMW3allMOHHOW CHCTEMbI YIpPaBICHUS, BO3IIIABISAEMON PYKOBOAMUTEIEM
YupexIeH!s WIH 110 €r0 PEIICHUIO OTBETCTBEHHBIM JIMIIOM.

VYnpasiieHue AeaTeIbHOCTBIO 10 3aIIUTe HHPOPMAIIUU BKIIOYAECT:

- pa3paboTKy U IJIaHUPOBAHUE MEPOTIPUATUI U MEp IO 3aluTe HHpOpMaInu;

- IPOBEIEHUE MEPONPUATUN U IPUHATHE MEP IO 3alIuTe HHPOpMAIUY;

- MPOBEICHUE OLIEHKH COCTOSHUS 3alUTHI HHGOPMAITUH;

- COBEPILIEHCTBOBaHNE MEPONPHUATUI U MEp MO 3alTUTe UHPOPMALIUH.

5.15. Ilpu pa3zpa®oTke M IJITAHWPOBAHMHM MEPONPUATHI M Mep IO 3aIuTe MH(YOPMAIUH JTOJKHBI
OBITh:

- ompeeNieHbl COOBITHS B MH(OPMAIMOHHBIX CUCTEMAaX, HACTYIICHUE KOTOPHIX MOKET MPUBECTH
K HapyUICHUIO 1[eJIel 3aluThl HHPOPMAIUH, YCTAHOBIECHHBIX B MOJUTHKE 3aIIUTHI HHPOPMAIINH;

- ompeneneHbl HH(OOPMAIIMOHHBIE CUCTEMBI, IPOTPAMMHBIE, TIPOTPAMMHO-AMNapaTHRIE CPEACTBA,
HECaHKLIMOHUPOBAHHBIA JOCTYN K KOTOPHIM M (WJIM) BO3JCHCTBHE HAa KOTOpPHIE MOTYT IMPUBECTH K
HaAPYIICHUIO [Tl 3alIUThl HHPOPMAIINH, YCTAHOBICHHBIX B IMMOJIMTHUKE 3aIIUTHI HH()OPMAIINH;

- BBIABIICHBI M OIIEHEHBI YIrpo3bl Oe30macHOCTH WHGOpMaIuu, peanu3anus (BOZHUKHOBEHHE)
KOTOPBIX MOXET IMPUBECTU K HAPYIICHHIO 1eJei 3aliuThl HH(POPMAIHK, YCTAHOBIEHHBIX B MOJIUTHKE
3amuThl HHGOpPMAIUH (J1ajiee - yrpo3bl 0€30MacHOCTH HH(OPMAITUN);

- ONpEIENCHBl COCTaB W CPOKM MPOBEJCHHS MEPONPUSATHN ¥ NPUHATHS Mep IO 3aIlluTe
nH(}OPMAaLIUY U OLIEHEHBI HEOOXOIUMBIE ISl 3TOTO PECYPCHI.

5.16. [IpoBoguMBbIE MEPOTIPUATHS U TIPUHUMAEMBIC MEPBI 110 3aIIUTe WH()OPMAIINH TOJKHBI OBITH
HarpaBJieHbl Ha OJIOKUpOBaHWE (HEHTpAIHM3aIlI0) aKTyalbHBIX 11 HHPOPMAIIMOHHON CHUCTEMBI yTpo3
Oe3omacHocTH WHpOpPMAIMU (Jajee - aKTyaldbHbIE YIpO3bl) B COOTBETCTBUU C IICNISIMU 3aIIUTHI
nH(popManuu, onpeneaeHHbIME B HacTosmer [lomutuke.

B 3aBucumocTu ot 1ieneit 3anmThl THPOPMAITUU MEPOTIPUSATHS M MEPHI 10 3aIIuTe HHHOpMAITUN
JOJKHBI OBITH HAIpaBJICHbI HA!

- WUCKJIIOYCHHE YTeUKH WHGOpMAIMU OTPAaHUYEHHOTO MJOCTyNa M WHOW KOH(HIEHIMAILHON
nH(popManuu;

- TpPEeNOTBpAIllEHUE HECAHKIIMOHUPOBAHHOTO JIOCTyNa K WH(POPMAIIMOHHBIM CHCTEMaM H
colepkalieiics B HUX HHpopMaIluM, OOHapykeHHuEe (PaKTOB HECAHKIIMOHHPOBAHHOIO JOCTyNa U
pearupoBaHHe Ha HUX;

- MPEeJOTBpAIllEHNE HECAHKIIMOHUPOBAHHONW Moaudukanuu nHpopMmaluu, oOHapykeHue (HhakToB
HECaHKIMOHUPOBAHHOU MOIU(DUKAINH U PearupoBaHUE HA HUX;

- TIpeAOoTBpallleHWe HECAaHKIIMOHUPOBAHHON MOAMEHbl WHQoOpManuu, OOHapykeHHe (AKTOB
HECaHKIMOHUPOBAHHOM MOJIMEHBI U PearnpoBaHNe Ha HUX;

- MpeNoTBpallleHUE HECAHKIMOHUPOBAHHOTO yAajJeHUs HHPOpMAIMM U IPOrpaMMHOTO
obecnieueHus, oOHapykeHUe (PaKTOB HECAHKIIMOHUPOBAHHOTO YAAJICHUSI U pearnpoBaHNe HA HUX;

- HCKIIIOYEHUE WJIM CYIIECTBEHHOE 3aTpyJHEHHE OTKa3za B OOCIY)KHBAaHMM aBTOPU30BAHHBIM
MOJIb30BATENSAM HHPOPMAITMOHHBIX CUCTEM;

- HEJIOMYIIEHHE UCTIOIb30BaHU NH(POPMAIIMOHHBIX CUCTEM U COJIepKalleiicsl B HUX MHPOpMAIUU
HE TI0 Ha3HAYCHUIO;

- UCKJIIOYEHHE WJIM CYIIECTBEHHOE 3aTpyJHEHHE  HapylieHus  (GYyHKIUOHUPOBAHUS
(paboTocniocoOHOCTH) HHPOPMALIMOHHBIX CHCTEM;

- HEJONYILIEHHWE  paACHpOCTpAaHEHUS C  HCIOIb30BAaHUEM  HH(MOPMALMOHHBIX  CHUCTEM
MPOTUBOIPABHON MH(POPMAITIH;

- obecrieyeHre BO3MOKHOCTH BOCCTAHOBJICHHS B YCTaHOBJICHHBIE YupexJaeHuem (oOianarenem
uH(pOpMaNUK) CPOKH JOCTYIAa aBTOPU30BAHHBIX TOJb30BaTeNied K WHPOPMAIMOHHBIM CHUCTEMaM U
cojepkaiieiicss B HUX WHGOpMAIK, 3a0JOKHPOBAHHOW BCIIEJICTBUE pean3allui (BOSHUKHOBEHHS)
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yrpo3 6e301macHOCTH HH(OPMAIIHH;

- obecrieyeHre BO3MOXKHOCTH BOCCTAHOBJICHHUS B YCTaHOBJIEHHbIE YupekaeHuem (obiaaarenem
uHpopmanun) cpoku uHGopManuu, MOIUGUITMPOBAHHON WM YHHUTOKEHHOUM BCIEACTBHE peaau3alud
(BO3HUKHOBEHUST) yrpo3 6€30MacHOCTH HH(POPMAIIHH.

5.17. OueHka COCTOSHHUSA 3alIUThl HMH(OPMAIMM TPOBOAUTCS HAa OCHOBE OIpEACIICHUS
YupexaeHuem:

- TOKa3aTells, XapaKTepU3YIOIIero TEeKYIlee COCTOSHUE 3alluThl HWHPOpMamuu OT 0a30BOTO
YpOBHS yrpo3 6e3omacHoCTH HHPpOpMaIUH (Janee - mokas3aresib 3amuinenHoctT K 3m);

- TIOKa3aTelisl, KOTOPBI OMpeaenseT JOCTaTOYHOCTh U 3(PPEKTUBHOCTD MPOBENCHUS MEPOTIPUSATHI
1o 3antuTe nHpopMaIuu (J1ajee - mokasareab ypoBHs 3penoctu I 3u).

Jlyis ompeneneHusl 3HAYSHUN W pacueTa MoKaszaress 3amuieHHOCTH K 31 U moka3arensi ypoBHS
3penoctu Il 3u mpuMeHstoTCs MeToaudeckue MOKyMeHTHI, yrBepxkaeHHbie PCTOK Poccum (mamee -
Meroanueckue fokymeHTsl DCTIK Poccun).

5.18. Pacuer u onenka mokaszaresns 3amuIIeHHOCTH K 3u mpoBOAMTCS YUpexKIECHHUEM HE peke
OJTHOT'O pa3a B IIECTh MECSIIEB.

Pacuer u onienka noka3zarens ypoBHs 3penoctd I 3u npoBoautcs YupekaeHueM He peke OJHOTO
pasza B JBa roja.

O monydeHHBIX MO pe3yabTaTaM OLEHKM 3HAYeHHSX T[OKaszaTens 3amuuieHHoctd Ki3u u
MoKasareisl ypoBHs 3penoctu Il3u B ciaydae WX HECOOTBETCTBUS HOPMHUPOBAHHBIM 3HAYCHUSM,
yka3zaHHbIM B MeToaudeckux nokymeHTax @CTOK Poccuu, B TeueHue 3 KajaeHIApHBIX IHEH CO JTHA
3aBEpIICHHS] TAKOW OIEHKH WH(POPMHUPYETCS PYKOBOAMUTENh YUPEKICHUS IS MPHUHITHS PEHICHUS O
MPOBEJCHUU MEPONPUITUN IO COBEPIICHCTBOBAHUIO 3aIIUTHl MHPOpPMAIMK U MPUHATHU MEpP IO
MOBBIIICHUIO YPOBHSI 3aIIUIIEHHOCTH HHPOPMAITUH, COepKaIelcss B UHHOPMAIIMOHHBIX CHCTEMaX.

Pe3ynbrarel ouneHku mokaszatens 3amuiieHHocTH K 3u u mokazartenst ypoBHs 3penoctu II3u B
CpOK HE Mo3/AHee 5 pabouMx JHEH mociie AHA UX pacdyera HampaBisorcs YupexzaeHuemM B @PCTIOK
Poccun B mensix MOHUTOPHHIa TEKYILETO COCTOSHHUS TEXHUYECKOW 3alluThl MH(OpPMALUU U OLEHKHU
3G HEKTUBHOCTH ASSATEIBLHOCTH MO0 TEXHUYECKOH 3a1uTe nHpopMaluu.

5.19. Ilo pemeHur0 pyKOBOAUTENS YUPEKICHUSA, OTBETCTBEHHOTO JUIA CTPYKTYPHBIM
nojapasaelieHneM  (CHenuanucTaMu) IO 3amuTe WHPOpMAIlMu C  ydYacTHEM MoJpa3felieHui
(pabOTHUKOB), HCHOJB3YIOIMMX HWH(POPMAIMOHHBIE CHUCTEMBI, MOJpa3feieHuil  (paOOTHHUKOB),
00eCreunBarOIINUX IKCILTyaTaINi0 HHPOPMAIIMOHHBIX CUCTEM, pa3padaThiBaeTCs TIAH MEPOIPUITUN 110
COBEpIICHCTBOBAHUIO 3alllUThl MH(GOpMaLUU, coAepxkaiieics B HHPOPMAIMOHHBIX CHUCTEMaX, B
KOTOPOM B TOM 4YHCIIE YKa3bIBAIOTCS HAMMEHOBAHHUS MEPONPUSTUN, CPOKH UX BBIMOJTHECHUS,
noapasaeseHus (paOOTHUKH ), OTBETCTBEHHBIC 3a PEaTU3aINI0 KaXKIOTO MEPOTIPUSITHS.

[Tnan yTBepkmaeTcss PyKOBOIUTENIEM YUpPEKACHHs, OTBETCTBEHHBIM IJIUIIOM U JOBOIHUTCS IO
noApasaesieHnid (pabOTHUKOB) YUPEKICHUSI B YaCTH, X KaCAIOIICHUCS.

Pesynbprarom peanuzanuu MEpONpUATHH IJIaHA JOKHO OBITH TOCTHIKEHUE 3HAUYCHUH MOKA3aTems
3amunieHHocTH K 3u u mokasarenss ypoBHs 3penoctd [I3u He HuKE HOPMHUPOBAHHBIX 3HAYECHHIA,
yKa3aHHbIX B MeToanueckux JokymeHtax ®CTOK Poccuu.

6. MeponpusiTusi 1 MepblI 10 3a1MTe HHPOPMALMHU

6.1. Jlns mocTwkeHUs meneld 3amuThl WHpopManuu YUpexJIeHUEM MPOBOAATCS CICTYIOITHE
MEPOTPHUATHS:

- BBISIBJICHHE M OILIEHKA yrpo3 6€30macHOoCTH HHPOPMAIIUH;

- KOHTPOJIb KOH(UTYparuii ”HPOPMAITMOHHBIX CUCTEM;

- yOpaBlieHUE YA3BUMOCTSIMH;

- ynpaBiieHue OOHOBIICHUSIMU;

- obecrneyeHue 3amuThl HHOOpPMAIUU TTpU 00pabOTKe, XpaHEHUH W oOparieHuu ¢ uHpopmarmen
OrPaHUYEHHOTO JAOCTYIIA;

- obecrieyeHue 3auThl UHPOPMALMK TPU IPUMEHEHUH KOHEYHBIX YCTPOICTB;

- obecrieueHue 3aUThl MHQOPMAIMK TPU TPUMEHEHUH MOOMIIBHBIX YCTPOUCTB;

- ofecriedyeHre 3amUThl  MHGOPMAlMU TpPU  YAAJEHHOM JOCTyIe [OoJIb3oBaTeneil K
MH()OPMAIIMOHHBIM CUCTEMAaM;

- obOecnedyeHwe 3amuThl WHPOpMaUM TIpU OECIPOBOJAHOM JOCTYIIE TIOJIb30BaTelIeH K
MH(OPMALIMOHHBIM CUCTEMAaM;
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- obecrieueHne 3amMThl MHQOPMALMU TPU MPEJOCTABICHUM IOJB30BATENSAM JOCTYyNa K
MH(OPMALIMOHHBIM CHUCTEMaM, MPEeAyCMaTPUBAIOIIET0 YTEHHE, BBINOJHEHUE, H3MEHEHHE, 3alllCh,
yaaneHue mporpamMm u (WIHM) JaHHBIX B WH(OPMAIMOHHBIX CHCTEMax (Jajiee - MPUBUICTUPOBAHHBIM
JIOCTY);

- obecrieueHre MOHUTOPUHTA HH(POPMAITMOHHOW O€30ITaCHOCTH;

- obecnieyeHue pa3paboTku 0€30MacCHOT0 MPOTPAMMHOT0 00ECTICUCHHS;

- obecrnieuenue (hru3nUECKON 3aIUTHI MHPOPMALIMOHHBIX CHCTEM;

- obecrieyeHuEe HENPEPHIBHOCTH  (PYHKIMOHUPOBAHUA HH(DOPMALMOHHBIX CHCTEM IPHU
BO3HUKHOBEHUHU HEIITATHBIX CUTYaIUH;

- TMOBBILIEHUE YPOBHSA 3HAHUNW U MH(MOPMHUPOBAHHOCTU TOJB30BaTENEl MO BOMPOCAM 3aIIUThI
uH(pOpMaIHH;

- obecrieueHue 3auThl UHQOPMALMK MTPH B3aUMOJIEHCTBUU C MOAPSIHBIMUA OpraHU3aUsIMU;

- obecrieyeHue 3alUThl OT KOMITBIOTEPHBIX aTaK, HAMPABICHHBIX HA OTKAa3 B 00CITYKUBAHUMY;

- obecrieueHue 3aUThl UH(QOPMALMK [TPH UCTIONIB30BAHUH HUCKYCCTBEHHOTO HHTEIIEKTA;

- peanuzanus B HHQOPMAIIMOHHBIX CHCTEMaxX Mep MO UX 3alUTE U 3alUTEe COACPIKAIIEHCS B HUX
nH(popManuu;

- TpOBEACHHWE KOHTPOJIA YPOBHA  3alIMIIEHHOCTH HWH(POpPMALUH, COJAEpKalleics B
MH(OPMALIMOHHBIX CHCTEMAX;

- o0ecrieyeHne HEMPEPHIBHOTO B3aWMOJICHCTBHUS C TOCYJapCTBEHHOM CHUCTEMOH OOHapy>KeHUs,
MPEeNyNPEexaACHUS U JTUKBUIAIMU MOCIEICTBUNH KOMIBIOTEPHBIX aTak Ha MH(OpPMAlMOHHBIE PECYpCh
Poccutickoit denepanuu.

6.2. JloctaTouHOCTh ¥ 3(PPEKTHBHOCTH MPOBOANMBIX MEPONIPHUATUHN (peaTM30BaHHBIX MPOIIECCOB)
OLICHUBAIOTCS YUpEeXJIECHUEM I0 pe3yibTaTaM OIpeJesieHUs] NoKas3areist ypoBHs 3penoctd [13u B
COOTBETCTBUU ¢ nyHkTamu 5.18 u 5.19 nHacrosmein [lonutuku.

6.3. MeponpusiTisi 1O BBIBICHUIO M OIEHKE yrpo3 0e30macHOCTH  MH(POpMaLUU
MpelycCMaTpUBaIOT OIpe/eeHHe B XO/€ CO3/laHus MH(QOPMAIMOHHBIX CHCTEM aKTyaJbHBIX YIrpo3 U
pa3paboTKy B clydasix, yCTAHOBJICHHBIX TpeOOBaHUSMU K TOPSJKY CO3[aHUs, Pa3BUTHUS, BBOJAa B
SKCIUTyaTalUIo, ASKCIUIyaTallid W BbIBOJA W3 DJKCIUIyaTallUM TOCYIApCTBEHHBIX HH()OPMAIMOHHBIX
CUCTEM U JaJbHEHINero XpaHeHus coAepiKaiieicss B ux 0a3ax JaHHBIX MHPOPMAINH, YTBEPKICHHBIMU
nocranosienueM IIpaBurensctBa Poccuiickoit @enepanuu ot 6 urons 2015 r. Ne 676, moaeneit yrpo3
6e3omacHOCTH MH(OPMAIUK, a TaK)Ke CBOEBPEMEHHOE BBISBICHUE AKTYaJbHBIX YIpO3 U HUX OLICHKY B
X0/JI€ SKCIUTyaTallud HH(HOPMAIMOHHBIX CHCTEM.

Mogens yrpo3 6e3omnacHOCTH MHGOpPMAIUU B CiIydae ee pa3pabOTKH HCHOJIb3YeTCs] B KaueCTBE
UCXOJHBIX JaHHBIX Ul pa3paOOoTKU M BHEAPEHUS Mep MO0 3anuTe WHpopManuu, a Takxe s BeIOopa
CPEICTB 3alIMThl MHPOPMAIUN W UX (PYHKIHMOHATHHBIX BO3MOXXHOCTEH B XOJE CO3MaHUS (pa3BHUTHS)
MOACUCTEM 3aIUThl HHGOpMAHK WHPOPMAITMOHHBIX CUCTEM. Pemenne o HeoOX0AMMOCTH pa3paboTKH
MOJIEJIN YTPpo3 OE30MaCHOCTH MH(POPMALMU B XOJI€ CO3AAaHUS HErOCYJapCTBEHHBIX MH()OPMAIIMOHHBIX
CHUCTEM TIPUHUMACTCA PYKOBOAMUTENEM YupexaeHus (oOmamarens wHGOpPMAIMK), OTBETCTBEHHBIM
JIUIIOM.

B xone skcrutyatanuu HHQOPMAIIMOHHBIX CHCTEM 00ecreYrBaeTCsl MOUCK JaHHBIX U MPU3HAKOB,
UICHTHQUIMPYIOMUX HAIMYUE aKTyalbHBIX YIpo3, MPOBEICHA MPUOPUTHU3ALMNS BBISBICHHBIX YTIPO3
0e3onmacHOCTH MHGOPMAIHU, OCYIIECTBICHO OMOBEIICHUE MoApa3iesieHuld (pabOTHUKOB) YUpeKICHH
(obmanatens nH(GOpPMAIIMK) O BBISIBICHHBIX aKTYAIbHBIX yrpo3ax. [Ipy Hanmu4uu nmpu3HAKOB peaan3aiun
(BO3HUKHOBEHHSI) AaKTyalIbHBIX yIrpo3 JOJKHBI OBITh NPHHATBI MEPHI IO WX OJOKUPOBAHUIO
(HerTpanu3ammm).

6.4. MepomnpusiTds 1O KOHTPOJIO KOHPUTYyparuid HWH(POPMAIMOHHBIX CHCTEM HCKIIOYAIOT
HECaHKIMOHMPOBAHHOEC W3MEHEHHE COCTaBa MPOrPaMMHBIX, MPOTPAMMHO-ANMNAPaTHBIX CPEICTB
MH(OPMALIMOHHBIX CHUCTEM, HUX HACTpOeK U KOH(Urypanuil, YCTaHOBJICHHBIX BO BHYTPEHHHX
CTaHJapTax Mo 3amyTe uHPOpMAIMM, a Takke olecrneynBarb OOHapyxeHue  (aKToB
HECaHKLIMOHUPOBAaHHBIX U3MEHEHUH U BBISIBJICHHE TPUYMUH U3MEHEHUH.

Kontpons koH¢urypanuii nHGOPMALMOHHBIX CHCTEM OCYILECTBIIIETCS Ha OCHOBE aHalIM3a
pe3ynbraToB yueta UT-akTUBOB M (MIM) CBEIEHUH, COAEpKAIINUXCS B aBTOMAaTU3UPOBAHHBIX CHCTEMaxX
XpaHeHHUs W YNPABJICHUS JaHHBIMU 00 WH(GOPMAIMOHHBIX CHCTEMax M HX KoH(urypamusx (mpu
HaJU4YUH CUCTeM MHBeHTapu3anuu M T-akTuBoB).

CTpyKTypHOMY TMOApAa3JENCHUI0 (CHEIUANNCTaM) M0 3aliuTe WHGOPMAIUU JIOJDKEH OBITh
o0ecrnedeH JOCTYI K YKa3aHHBIM CBEACHUSIM.
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6.5. MeponpusiTisi 1O YHOPaBICHUIO YA3BHUMOCTSMU BKJIIOYAIOT BBISBICHHUE YSI3BUMOCTEH
MH(OPMALIMOHHBIX CHCTEM, OIEHKY HX KPUTUYHOCTH, OMpeIesieHue METOJOB U IPUOPHUTETOB
YCTpaHEHUs yA3BUMOCTEH, a TAK)KE KOHTPOJIb 3@ YCTPAaHEHUEM YA3BUMOCTEH.

YcTpaneHue ysA3BUMOCTEH, KOTOpPble MOTYT OBITh HCHOJb30BAaHbl HAPYIIUTEISIMH, WU
UCKJIIOYEHHE BO3MOXKHOCTH HX HCIIOJIB30BAaHUS 32 CYET MPUMEHEHHS KOMIICHCHPYIOUINX Mep
MPOBOJUTCS Y UPEKICHUEM:

- B OTHOILICHUH YSI3BUMOCTEH KPUTHUECKOTO YPOBHS OIIACHOCTH - B CPOK HE Oosiee 24 yacos;

- B OTHOILIEHUU YSI3BUMOCTEH BBICOKOTO YPOBHSI OIACHOCTH - B CPOK He Oosiee 7 KaleHIapHbBIX
JTHEH.

B orHOmIEHUN ySA3BUMOCTEH CpeaHEro M HU3KOIO0 YPOBHEW OMACHOCTH CPOKH M TOPSIAOK HX
YCTpaHEHUS! ONPEIENSAIOTCS BO BHYTPEHHEM perjaMeHTe M0 3aluTe HHPOpPMaluu HUCXOAs U3
0co0eHHOCTeH HYHKIIMOHUPOBAHHUS HH(POPMAITMOHHBIX CUCTEM.

[Tpu BBISBIIEHUU YSI3BUMOCTEH MH(POPMAIIMOHHBIX CHUCTEM, CBEICHUS O KOTOPBIX OTCYTCTBYIOT B
Oanke maHHBIX yrpo3 6e3omacHoctn uHpopmaruu GCTIK Poccun, Yupexnenue B cpok He Ooiee 5
pabouux JHEH ¢ 1aThl TAKOTO BBISABICHUS HampasisieT nHpopMmarmio o6 ysa3sumoct B DCTOK Poccun
Ul OLEHKM HEOOXOJMMOCTH BKJIIOYEHHS BBISBICHHOM YA3BUMOCTH B OaHK JaHHBIX YIpo3
6e3omacuoctu uHpopmanuu CTIK Poccum.

6.6. MeponpusiTds 10 YIpaBICHUIO OOHOBJICHHSIMH BKIIOYAIOT TIPOBEJICHHUE MPOBEPKHU
MOAJTUHHOCTH M IEJIOCTHOCTH OOHOBIEHHI MPOTPaMMHBIX, MPOTrPAMMHO-AIIAPATHBIX CPEJICTB,
TECTUPOBAaHUs OOHOBJIEHMH 1O HUX TMPUMEHEHUS B KOHTYpPaX MPOMBIIUIEHHON OJKCIUTyaTaluu
MH()OPMALIMOHHBIX CHUCTEM, BBIady pa3pelieHHs MoApaseincHusM (padoTHUKAM) YUpeKICHHS Ha
NpUMEHEHHEe OOHOBJIEHMH MPOrPaMMHBIX, MPOTPaAaMMHO-AaNMapaTHBIX CPEICTB B  KOHTYpax
MPOMBIIIICHHOHN AKCIUTyaTallii HH(OOPMAIIHOHHBIX CUCTEM C MCIIOJIb30BAaHUEM 0€30IMacHBIX HACTPOCK U
KOH(UTYypaluii, ycTAaHOBJICHHBIX BO BHYTPEHHUX CTaHAapTax IO 3alluTe HHPOpMaIUH.

beckoHTponbHAs yCTaHOBKa OOHOBIEHUI MPOTPaMMHBIX, MPOTPAMMHO-AMIAPATHBIX CPEJICTB HE
JIOTTYCKAETCS.

Cpoku TpuUMEHEHHS OOHOBJICHHH MPOTPAMMHBIX, MPOrPAMMHO-AaNNapaTHBIX  CPEACTB,
MpeHa3HAYEHHBIX ISl YCTPAaHEHUs! YA3BUMOCTEH, YCTAaHABIMBAIOTCS BO BHYTPEHHEM peErjlaMeHTe I10
3anuTe HHPOPMAIMY B 3aBUCUMOCTH OT CPOKOB YCTPAHEHUS YA3BHUMOCTEH COOTBETCTBYIOIUX YPOBHEH
OMMACHOCTM M  PHUCKOB,  CBSI3aHHBIX C  NPUMEHEHHEM  OOHOBJIEHUH  IPOrpaMMHBIX,
MPOrPaMMHO-AIAPATHBIX CPE/ICTB.

6.7. Mepompusitusa 10 3anmTe WHGOpPMAIMK TpU 00padOTKe, XpaHEHWH W OOpalleHUU C
nH(popMaInuel OrpaHMYEHHOTO OCTYIA JOJIKHBI UCKITIOYATh:

- HEMpaBOMEPHOE paclpocTpaHeHHe WH(OPMALIUK OTPAHUYEHHOTO JOCTYNAa BHE 3aBUCHUMOCTH OT
(hOpMEI ee TIpeIcTaBIeHMS, B TOM YHCIIE C HCIIOIh30BaHUEM HH(POPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIX
cereid u cetn "MHTEpHET";

- goctyn K WH(OpPMAIMM OTPAaHWYEHHOTO JOCTyMa IWI, JUIsi KOTOpPBIX WHpOpMamms He
nperHa3HaueHa v (Win) AJi1 KOTOPBIX TaKOW JOCTYTI 3alpeiieH.

[TpoBoMMBIE MEPONIPHUATHS BKIIOYAIOT ONpenesicHHe WH(GOpMAIMU OTPAaHUYSHHOTO JIOCTYyNa U
MpelHa3HAYeHHBIX [UI1 €€ XpaHeHHs] MpPOrpaMMHO-alIapaTHBIX CPEACTB, a TaKKe KOHTPOIb U
perucrpanuio BceX (aKTOB JJOCTyMa IMOJIb30BaTeNe K MPOrpaMMHO-AMIapaTHBIM CPEICTBaM, B
KOTOPBIX XpaHUTCSI MH(POPMALIHSI OTPAaHUUYEHHOT'O I0CTYIIA.

KoHnTpo:b 00paboTKH, XpaHEeHus uHpOpMaLun OTrPaHUYEHHOTO JnocTyna B
MIPOrpaMMHO-AIIAPATHBIX CPEJCTBAX U ee Mepefaud OCYLIECTBISIETCS B COOTBETCTBHHU C BHYTPEHHUM
pErIaMeHTOM IO 3amuTe HHPOPMAIUH.

O (daxkrax HempaBOMEPHOTO pacHpocTpaHeHUs WHOOpPMAIMKW OTPAHMYCHHOTO JOCTymna W (WJn)
J0CTyna K CpeAcTBaM ee 0OpaOOTKM M XpaHEHHs HE3aMEIJIUTENbHO WH(POPMHUPYETCS PYKOBOIUTEID
VYupexneHus, 0OTBETCTBEHHOE JIUIIO.

6.8. Meponpusatiss 1o oOecreyeHHIo 3aluThl MHGOPMAIMM TNPH TPUMEHEHUH KOHEYHBIX
YCTPOMCTB MH(OPMALIMOHHBIX CHCTEM HCKJIIOYAIOT BO3MOXKHOCTH HECAHKIMOHMPOBAHHOIO JOCTYIa K
MH()OPMAIIMOHHBIM CHCTEMaM M KOHEYHBIM YCTPOWCTBAM HIIM BO3JCUCTBUS HA HUX 4yepe3 MHTEPQechl
Y TIOPTHI, HETIOCPEACTBEHHO B3aUMOJACHCTBYOIINE ¢ ceThio "MHTepHEeT" M (WiM) IOCTYIHBIE M3 CETH
"NuTepuer".

3amuTa KOHEYHbIX YCTPONCTB MH(OPMALMOHHBIX CHUCTEM BKJIIOYAET pean3alliio B HUX MEp IO
3amuTe WHGOOPMANMKM OT HECAHKIIMOHUPOBAHHOTO JOCTYNa W TMPOBEICHHUI0O HAa HUX MOHHTOPHHTA U
aHaJIM3a MPOIIECCOB U COOBITUIN C ENbIO BBISIBICHUS aKTYaJIbHBIX YIPO3, a TAKKe MPEeAYyNpPeKICHUH O
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MPOU3OMIEANINX COOBITHIX O€30MaCHOCTH.

KouTpoip wucronb3oBaHMs KOHEUYHBIX YCTPOMCTB  OCYIIECTBISIETCS B COOTBETCTBUU C
BHYTPEHHUMU CTaH/IAPTAMHU U PETIIAMEHTaMU TI0 3alUTe HHPOPMAITUH.

6.9. IlocpencTBoM MpOBEICHUS MEPOINPHUATHN IO OOECTIEUYCHHIO 3aIlUThl WH(pOpMAIUK TMpU
NPUMEHEHUH MOOWJIBHBIX YCTPOMCTB MCKIIIOYAETCS BO3MOXHOCTh HECAHKIIMOHMPOBAHHOTO JOCTYIa
(Bo3nelicTBUsI) K WMH(POPMAIMOHHBIM CHUCTEMaM M COJIep)Kalmielics B HUX HHQPOpMalUH, a TaKKe K
B3aMMOJICHCTBYIOIIMM C HUIMH MOOMJIBHBIM YCTPOMCTBAM U cojepikalieiics B HUX WHPOpMaLUU Yepes
KaHajbl repenayd MOOWIBHBIX JAaHHBIX, MOOWJIbHBIE CEPBHUCHI, MHTEp(ENchl M MOPTHl MOOUIIBHBIX
YCTPOMCTB.

[Ipy nprMeHeHUU NOJIb30BATENIIMU MOOWMIIBHBIX YCTPOMCTB ISl AOCTYyNa K MH(POPMAIMOHHBIM
CUCTeMaM U cofep Kalieiics B HUX WH()OpMAIUK B MEIAX BHIMOTHEHUS CBOUX 00s3aHHOCTEH ((yHKIIMIA)
VYupexneHve NpUHUMAEeT MEphl MO 3amuTe HWHGOPMAIMOHHBIX CHCTEM U COJAEp)Kalllehcs B HUX
uHbOpMAaIMY, B TOM YHUCIIE:

- obecrieynBaeT 3alIUTy KaHAJIOB NIepeaun JaHHbIX;

- OCYILECTBIISET IOCTYII MOJIb30BaTeNeii ¢ IPUMEHEHHUEM CTPOTOi ayTeHTU(UKAIIUH.

[Tonb3oBarenemM MAOMHKEH OBITh HCKIIOYEH HECAHKIMOHMPOBAHHBIA JOCTYH K MOOUIHLHOMY
YCTPOMCTBY.

6.10. TlpumeHeHHEe TOJB30BATEISIMU JIMYHBIX MOOWMJIBHBIX YCTPOWCTB JUIA JIOCTyma K
WH()OPMALIMOHHBIM CHUCTEMaM M COJEpKalleics B HUX WH(OPMALKMU C IENBI0 BBIOJHEHUS CBOHMX
o0s13aHHOCTEH ((DYHKIIMIA) TOMYCKAETCS B CIIy4ae COOTBETCTBUSI MOOMIIBHBIX YCTPOUCTB TpeOoBaHUsIM O
3amuTe HHQOpPMAMK U HATUYHS Y Y UPEkKACHHUS BOZMOKHOCTH KOHTPOJISL HCIIOIH30BAaHUS MOOMIIBHBIX
YCTPOMCTB.

6.11. KoHTpons uCHoiIb30BaHUS MOOWMIIBHBIX YCTPOMCTB OCYIIECTBISETCS B COOTBETCTBHU C
BHYTPEHHUMU CTaHJIaPTaMU U PETJIaMEHTaMU IO 3aluTe HHPOPMAIIH.

6.12. TIlpm mnpUMEHEHUH TMOJIB30BATEISIMH MOOWIBHBIX  YCTPOMCTB Ui JOCTyma K
MH(OPMALIMOHHBIM CHCTEMaM U cojepiKalleicss B HUX MHPOpPMaIu, HE CBA3aHHOTO C BBIIOJIHEHHUEM
MOJIb30BaTeNIeM CBOUX OOs3aHHOCTEH (PyHKIMII), B TOM 4YHUCIE ISl JOCTyMa K OOIIEJOCTYIMHON
uHpopmanuy, YUpexIeHHEM MPUHHUMAIOTCS Mepbl MO 3aluTe WH(GOPMAIMOHHBIX CHCTEM U
coliepKarieiics B HUX WHGOpMAlMU W, TpU HEOOXOAMMOCTH, OOECledYrBaeTCsS 3allUTa KaHAJIOB
nepeayu JaHHBIX, UCIIOJIb3YEMbIX UIS OCYIIECTBIICHUS JOCTYTIA.

6.13. TlocpencTBoM TpPOBEACHHUS MEPOMPHUATHI MO OOECIEUEHUIO 3aIlIUTHl WHGOPMALUU TMPHU
yAaJE€HHOM JOCTYIe TOJb30BaTeNed HCKIIYAEeTCs BO3MOXKHOCTh HECAHKIMOHMPOBAHHOIO JOCTYIA
(Bo3melicTBUs) K HH(POPMAIIMOHHBIM CHCTEMaM U COJAEp)Kalleiicss B HUX WHPOpMAIUHU, a TaKXKE K
B3aMMO/JICHCTBYIOIIMM C HUMH MpPOTrpaMMHO-aNIapaTHbIM CPEACTBAM I0JIb30BaTeNell uepe3 KaHajbl
nepenayd JaHHBIX, HMHTEPPEHCH W TMOPTHl YAAJCHHO MOAKIIOYAEMbIX MPOTpaMMHO-aNIapaTHBIX
CPEICTB.

[Tpu ynaneHHOM JOCTYyIIE TIOJIB30BaTeNel K MH(YOPMAIIMOHHBIM CUCTEMaM U COJEpKAIecs B HUX
nHpOpManuu B TEJAX BBIMOJTHEHUS CBOUX O0s3aHHOCTEH (QyHKIMI) YUpexaeHHeM MPUHUMAIOTCS
Mephl N0 3aIIuTe WHPOPMALMOHHBIX CUCTEM U COJEpKalleicsl B HUX MH(pOpMAINH, 00ecreunBaeTCs
3aluTa KaHaJloB Mepeiayl JaHHBIX U MpOrpaMMHO-aNapaTHBIX CPEACTB, C UCIOIb30BAHUEM KOTOPBIX
OCYILIECTBISCTCS yOAJIEHHBIA JIOCTYI, MCKIIOYAEeTCS HECAHKIMOHUPOBAHHBIM JOCTYH K YIAJIEHHO
MOJIKJIIOYaEMOMY IPOTpaMMHO-ANMapaTHOMY CPEJICTBY MOIb30BaTENS.

VYaaneHHBI JOCTYN TMOJNB30BATENel B IIENAX BBINOJHEHUS CBOMX OOs3aHHOCTEH ((PyHKIIMIT)
OCYILIECTBIISIETCS C UCIOJIb30BAHUEM MTPOTPAMMHO-AINIAPATHBIX CPEJCTB, BBIICICHHBIX YUPEKICHUEM U
cooTBeTCTBYyIOIMX TpeboBanusM o 3amute uHpopMmaimu. Ilo coriacoBaHuI0 CO CTPYKTYPHBIM
noApazAeiecHneM (CIenuaucTaMu) TO  3amuTe HWH(OpManuyM  JTOMyCKaeTcsi MPeJoCTaBICHUE
YAaNeHHOTO0  JOCTynma K  WHPOPMAIMOHHBIM  CHCTEMaM  C  HUCIOJIb30BAaHUEM  JIMYHBIX
MIPOrpaMMHO-AIIAPATHBIX CPEICTB IMOJb30BATENsl YUpPEXKACHUS MpPH YCIOBUU TMPUMEHEHUsS IS
YIAJICHHOTO JIOCTYyNa CEepTU(UIMPOBAHHBIX CPEACTB oOOecleyeHus Oe30MacHO IMCTAaHIIMOHHOM
paboThl, CpPelCTB AHTUBHPYCHOM 3alllUThl M HMHBIX CPEICTB 3alUThl MH(OpPMAIMM, HCKIIOYAIOLINX
yrpo3bl 0€30MacHOCTH HH(POPMAITUH, CBS3aHHBIE C YIaJICHHBIM JJOCTYIIOM.

VY naneHHslil AOCTYI MOJb30BaTeNe K MHPOPMAIIMOHHBIM CUCTEMaM B IENSIX BBINOJIHEHUS CBOUX
o0s3aHHOCTEH ((YHKIMIA) OCYIIECTBISIETCS C MCIOJIB30BAaHHUEM CETeH CBS3M, PACHOJIOKEHHBIX Ha
tepputopun Poccuiickoii denepanun, MOCPEACTBOM MPUMEHEHHS CPENICTB 3alllMThl KaHaa Mepenaydu
TAaHHBIX, U CTPOTOM ayTeHTH(PUKALIUHU TTOTb30BaTEIICH.

[Ipu ynaneHHOM JOCTYyIIE MOJIb30BaTeNeil K MHGOPMAIMOHHBIM CUCTEMAaM U COofepKalleicss B HUX
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uH(pOpMAaINY, HE CBI3aHHOM C BBINIOJIHEHUEM TOJIb30BATENISIMU CBOMX 00s13aHHOCTEH ((PYyHKIHMI), B TOM
YHCIIe TP JOCTyIe K 00meN0ocTymTHON HH(opManuy, YUpexaeHHeM NPUHUMAIOTCS Mephl MO 3aIlnuTe
MHPOPMALIMOHHBIX CHCTEM M coAepXkalieiics B HUX UHPOpMALMU M, OPU HEOOXOIUMOCTH,
oOecrieuynBaeTCsl 3aluTa KaHAJIOB Mepe/ladn JaHHBIX, UCIIOIb3yEMbIX ISl OCYLIECTBICHHS yJaJICHHOTO
JO0CTyIHaA.

KoHTposs ynaneHHOro 1ocTyna mosib3oBareneii K HHPOPMAIMOHHBIM CHCTEMaM OCYILECTBIISIETCS
B COOTBETCTBUH C BHYTPEHHUMH CTAHAAPTaMH M pEeTJIaMEHTaMU 110 3aIluTe HHPOPMaIUH.

6.14. IlocpencTBoM TPOBENECHHUS MEPONPUITHI MO OOECICUCHHIO 3allUThl MH(GOPMAIUU TPH
0ecrpoBOTHOM JOCTYIE IOJIb30BaTeNiel K MH()OPMAIIMOHHBIM CHCTEMaM MCKII0YAaeTCs] BO3MOXKHOCTD
HECaHKI[HOHHUPOBAHHOTO JOCTyIa (BO3ACHCTBUA) K MH(MOPMAIMOHHBIM CHCTEMaM U COJIEpIKaIlelcs B
HUX MH(OPMAIMH 32 CUET HECAHKIIMOHUPOBAHHOTO MOJKIIOYEHUS K TOUKaM OECIPOBOAHOIO AOCTYyNa U
JoCcTyrma K OecrnpoBOIHBIM KaHAJIAM MEpefadyd AAaHHBIX, TOAMEHBI B3aWMOJCHUCTBYIOIINX C HUMH
IIPOrpaMMHO-aNNapaTHBIX CPECTB UM JOCTYIA K HUM.

[Tpu GecripoBOAHOM AOCTYyIE MOJIB30BaTeNel K HHOOPMAITMOHHBIM CUCTEMaM M COJIEp Kalencs B
HUX WH(POPMAIIMU B LIEJSIX BBIMOJIHEHHS CBOMX 00s3aHHOCTEN ((PyHKIMN) YupexkIeHHeM NPUHUMAIOTCS
MepHl 10 3amuTe MHOOPMAMOHHBIX CUCTEM U COJepiKalleiicss B HUX MH(pOPMAINH, 00ecrednBaeTcs
3ammTa  OECHpOBOJHBIX KaHAJIOB MEpeJadyd MJAaHHBIX M IMPOrpaMMHO-ANIapaTHBIX CPEACTB, C
UCTIOJIb30BAaHUEM KOTOPBIX OCyHIeCTBIIsieTCs OecrpoBogHON nocTym. IlocpenctBom (opmupoBaHUS
KOH(Urypalyy U HACcTPOEK, YPOBHEH CHUTHAJIOB TOYEK OECHPOBOJHOIO JOCTYIA, MCHOIB3YEMBIX IS
MOJKITIOYECHUST TIONb30BaTeNed K WH(GOPMAIMOHHBIM CHCTEMaM B IIENSAX BBINOJIHEHHS CBOUX
o0s3aHHOCTEH ((DYHKIMIA), UCKITIOYAETCSI BO3MOXHOCTh MOAKIIOYSHHUS] K HUM JIMII, HE MMEIOLINX IpaB
J0CTyNa K WH(POPMAIIMOHHBIM CHCTEMaM. YKa3aHHBIC TOYKH OECHpPOBOAHOTO JOCTyHa JOJDKHBI OBITH
OJHO3HAYHO HACHTHU(PHUIMPOBAHBl B MH()OPMAIIMOHHBIX CHCTEMax, a TaKXe OMNpEeIeNCHbl MecTa HuX
pa3MeImIeHus.

Touku OecnpoBOJHOrO JOCTyNa M IOCTPOEHHBIE HA UX OCHOBE OECIPOBOIHBIC CETHU CBS3H,
UCTIONIB3yeMbIe ISl AOCTYIa MOoJb30BaTeneld K MH)OPMAMOHHBIM CHCTEMaM M COAEpIKaleicss B HUX
nH(OpPMAIIUY B LIEJSIX BBIMOJHEHUS UMU CBOMX 00si3aHHOCTEH ((PYHKIHNIT), JOIDKHBI OBITH M30JUPOBAHbI
oT OECIpPOBOJHBIX CETEH CBS3M, MPETHA3HAUCHHBIX MJIs goctyna kK cern "HMHrepHer" u (Wim)
obmenocrynHoi nHpopmanuu Yupexaenus (o0manarens nHGOpPMALIAHN).

6.15. IlocpencTBoM TpPOBENECHUS MEPONPUITHI MO OOECICUCHHIO 3allUThl MHGOPMAIUU TPU
NPEJOCTaBICHUN  TPUBWICTMPOBAHHOTO  JIOCTYNAa  WCKJIIOYAETCS  BO3MOXKHOCTb  IOJIyYCHHS
NPUBWIETHPOBAHHOTO JOCTYNa K WH(GOPMAIMOHHBIM CHCTEMaM JIMIAMH, JJISl KOTOPBIX TaKOH JOCTYII
JOJDKEH OBITh HCKIIOUEH, a TaKKe HCIOJIb30BAHUS TOBBIMICHHBIX MpaB JOCTYNa C HapyIIEHHUEM
BHYTPEHHHX CTaHIAPTOB M PErJIAMEHTOB I10 3alIUTe HH(POPMAIHH.

JUns mosydeHus MPHUBHIETHPOBAHHOTO JIOCTYNA CO3JAIOTCS MPUBHUIICTUPOBAHHBIC YUETHBIE
3anucu. [IpuBmiernpoBaHHBIE YYETHBIE 3alHMCH JIOJDKHBI HMMETh HpaBa JOCTYNAa, MHUHHMAIbHO
HEOOXOAMMBIE JUIS BBIOJHEHUS IOJIb30BATENsIMU BO3JIOKEHHBIX Ha HUX 00s3aHHOCTEH ((pyHKUUI), B
COOTBETCTBUHM C TPHHATHIMH B WH(OPMAIMOHHBIX CHCTEMaxX MOJAEISIMH JIOCTyIa IOJIb30BaTEICH.
[TpuBHUIETHPOBAHHBIE YYETHBIE 3alMCH, UMEIOIIME MPaBa MO CO3JaHUIO0 APYTHX NMPUBUIETMPOBAHHBIX
YUYETHBIX 3alUCeH, TOJKHBI OBITh MTEPCOHN(UINPOBAHHBIMHU.

[TpuBHUIETHPOBAHHBIN JOCTYI OCYHIECTBISIETCS C NPUMEHEHHEM CTPOrod ayTeHTH(HUKAIMH, a B
ciydae TEXHHUYECKONW HEBO3MOXXHOCTH IMPHUMEHEHHS CTPOTOH ayTeHTH(HUKAIMU - C HCIIOJIb30BAaHHEM
YCUJICHHON MHOTO(aKTOPHOH ayTeHTU(HUKAIHIH.

He momyckaetcst 00beIMHEHHE B paMKax OJHOW NMPUBUJICTUPOBAHHON YYETHOW 3aITUCH WUJIM OJTHON
IPYIIBl TPUBUIETHPOBAHHBIX YYETHBIX 3alUCeil posiell M0 CUCTEMHOMY aJMHHHUCTPUPOBAHUIO, poOJei
no pa3pabOTKE M TECTUPOBAHUIO IPOTPAMMHBIX, IPOrPaMMHO-ANMapaTHBIX CPEACTB, poOJel
aJIMUHUCTPATOPOB 0€30MaCHOCTH.

Hewncnonp3yemble TPUBHICTUPOBAHHBIC YYETHBIC 3allUCH JIOJDKHBI OBITH 3a0JIOKMPOBAaHBI U
yJlaJIeHbl B COOTBETCTBUU C BHYTPEHHUMH CTaHAAPTAMHU U pErjaMEeHTaMH M0 3aliuTe HHPOPMALIUH.

BcTpoeHHble mpuBHIIEIMpPOBaHHBIE YUETHBIC 3alUCH JOJDKHBI OBITh OTKIIIOUEHBI WJIH, B CIydae
HEBO3MOXXHOCTH OTKJIIOUEHHsI, IEPEHMEHOBAHbI TIOCJIE 3aBEpIICHUS HACTPOWKM U  YCTaHOBKH
KOH(uUTrypammidi,  3agaHHBIX  BHYTPEHHHMH  CTaHAapTaMd 1O  3ammre  uH(popManuy.
AyTeHTH()HUKAIIMOHHAs WH(POPMAalLUs BCTPOEHHBIX NPUBUIIETUPOBAHHBIX YYETHBIX 3aluceil JOoKHA
ObITh W3MEHEHAa B COOTBETCTBHMM C BHYTPCHHHUMH CTaHJApTaMH W pErjJaMEeHTaMH [0 3alluTe
uHpOpMalnu.

Bce pmefictBus mo mocTymy TONb30BaTeNedl ¢ HCIOJNB30BAaHWEM NPUBHICTHPOBAHHBIX YYETHBIX
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3amuceil mojyiexar peructpanuu. KOHTpoib MCMONb30BaHUS NMPUBUWICTHPOBAHHBIX YUETHBIX 3arucei
OCYILIECTBIISIETCS. B COOTBETCTBMM C BHYTPEHHHUMH CTaHIapTaMUd M perjaMeHTaMHd IO 3allluTe
uHpOopMaLuu.

6.16. MeponpusaTusi TO OCYIIECTBICHHIO MOHUTOPWHTa WH(OOPMAIMOHHOW O€30MacHOCTH
NpeaycCMaTpUBaOT cOOp JaHHBIX O COOBITHAX OE30MAaCHOCTH, MX OOpabOTKe M aHaiuM3e, a TaKkKe
BBISIBIICHUE TPU3HAKOB peaju3aluk yrpo3 Oe3omacHOCTH uWHGoOpManuu W (WiIM) HapyIICHUH
TpeOOBaHUI BHYTPEHHUX CTAaHAAPTOB M PErJaMEeHTOB IO 3amuTe HHQOpManuu. MeponpusTus 1o
OCYILIECTBJICHUI0 MOHUTOPHHTa HWH(OpPMALMOHHOW O€30MacHOCTH MPOBOASTCS B OTHOIIEHHH BCEX
WH()OPMALIMOHHBIX CHCTEM, 32 HCKIIOYEHHEM JIOKAIBHBIX M HM30JIMPOBAHHBIX HH(OPMAIIMOHHBIX
CUCTEM, B KOTOpPBIX [JOJDKEH OO0eCleyuBaThCs KOHTPOJIb JKYpHAJIOB PETUCTPAllMU  COOBITHI
0€30MacHOCTH.

MeponpusTisi 1O MOHUTOPUHTY HWH(GOPMALMOHHONW OE30MACHOCTH  OCYLIECTBISIIOTCS B
cootBetcTBUH € pazaenamu 4 u S 'OCT P 59547-2021.

B xoxme mpoBeneHuss MOHUTOpUHTa HMHGOPMAIMOHHON  0€30macHOCTH Ul aHaiu3a
3a)KCUPOBAHHBIX COOBITUI 0E30MACHOCTH ¥ BBISBICHHBIX B HUX NMPU3HAKOB PEANM3AIMH aKTyallbHBIX
yTpo3 I0MYyCKAaeTCs UCIIOJIb30BAHUE JOBEPEHHBIX TEXHOJIOTUN MCKYCCTBEHHOI'O MHTEIJICKTA.

CrtpykTypHOE ToOApa3feneHne (CHeNHaInCThl) MO 3ammTe HUHPOPMALUU YUPEXKACHUS C
MEePUOJUYHOCTHI0 U B CPOKH, YCTAaHOBJICHHBbIE BHYTPEHHHUM PErJIaMEHTOM IO 3alluTe HH(pOpMaluu,
pa3pabaTbiBaeT M MPEICTABISET PYKOBOIUTENIO YUpPEXKIEHHUS, OTBETCTBEHHOMY JHUI[y OTYET O
pe3ylbTaTaXx MOHUTOPUHTA, KOTOPBIM B TOM YHCIIE JOJDKEH COAEP)KAaTh TUIbI COOBITUI OE30MacCHOCTH,
oOHapy>KEHHbIE TI0 pe3yJbTaTaM MOHUTOPUHTA, M CBSI3aHHBIE C HUMH KOMITbIOTEPHbIE HHIUACHTHI (IIpU
WX HaJIM4YUM), a TaKKe PEKOMEHJALMU MO MX aHanu3y W (uiau) ycrpaHenuto. [locnennuil B Tekyuem
roAy OTYeT O pe3yibTaTaX MOHUTOPHUHTA WJIM WTOTOBBI OTYET 3a TEKyIMd roj (B ciydae ero
pa3paboTKK) TMOclie TMPEACTAaBICHUS PYKOBOAMUTENIO YUPEKICHUS HaIpaBisieTcs YUpexIeHHEM B
®CTOK Poccu B 11eX MOHUTOPUHTA TEKYIIETO COCTOSIHUS TEXHUYECKOM 3alIUThl MH()OPMALIHH.

6.17. MeponpusiTust o pa3padoTke 0€30macHOr0 MPOTPaMMHOT0 OOECTICUCHUsI HAIpaBIICHBI Ha
NpPEJOTBpALlICHUE TMOSIBIICHUS, BBIIBICHHE M YCTpaHEHUE YA3BHUMOCTEH B pa3padaTbiBaeMOM
YupexxaeHneM  MporpaMMHOM — oOecriedeHur. Mepomnpustus 1o pa3paboTke  0e30macHOro
MPOrPaMMHOTO OOECTIeYeHHUsI MPOBOAATCS B CIy4ae OCYIIECTBICHUS YUPEXKICHHEM CaMOCTOSITEIbHOM
pa3pabOTKH MPOTrpaMMHOTO 00ecIieueHu s, TPUMEHIEMOTr0 B MH(POPMAIIMOHHBIX CHCTEMaX.

B cinyuae camocrosTenpbHON pa3paboTKu  YUpexJAeHHEM IPOrpaMMHOTO  obecredeHus,
MpeHa3HAYEHHOTO JUIsl MCMOJb30BaHUS B HWH(GOPMALMOHHBIX CHCTEMAaX, pEAIU3ylOTCd MEpHL,
npenycmorpenssle pazaenamu 4 u 5 'OCT P 56939-2024.

B cnydae npunedeHus YupexxaeHUEM Ui pa3padOTKH MPOrpaMMHOT0 o0ecredeHus MoapsIAHOM
OpraHu3alli [0 PEIICHUIO PYKOBOAWTENS (OTBETCTBEHHOrO JIMIIA) B TEXHMYECKOE 3aJaHue Ha
pa3paboTKy MPOrpaMMHOTO OOECIeYeHUsT MOTYT OBITh BKIIOYEHBI TPeOOBaHMS TIO pa3paboTKe
6e3omacHoro nporpammuoro obecredenust B coorserctBuu ¢ 'OCT P 56939-2024.

6.18. TlocpenmctBOM TIPOBEACHHS MEPONPHATHH 1O oOOecredeHu0 (U3UIECKON 3alluThl
MH(POPMAIIMOHHBIX CUCTEM HCKIIIOYAETCSI BO3MOXKHOCTh HECAaHKIIMOHUPOBAHHOTO (PU3UUECKOTO J0CTYIa
K MPOrpaMMHO-aIapaTHBIM CPEJCTBaM 00paOOTKH U XpaHEHUS HH(OPMAITHH.

@usnueckuii JOCTYH K NpOrpaMMHO-alNapaTHBIM CpeACTBaM HH(GOPMAIMOHHBIX CHCTEM,
MpelHa3HauYeHHbIM i1 OOpa0OTKM W XpaHEHUs HHQPOpMAIUMH, MPEIOCTaBISETCS IOJIb30BATENsM,
KOTOPBIM YKa3aHHBIA JIOCTYNl HEOOXOIWM JUIsl BBIMOJIHEHHS BO3JOKEHHBIX Ha HHUX 00s3aHHOCTEH
(bynakuwmii). [IporpammHo-anmapaTHbie cpeacTBa MHGOOPMAIIMOHHBIX CHUCTEM, MpEIHa3HAYCHHBIC IS
XpaHeHus: UHGOOPMALUU, JOJHKHBI OBITH YCTAHOBJICHBI B MOMEIICHUAX (30HAX IMOMEIIECHUH, MmKadax,
byTisipax, Kopmycax), HECAaHKIIMOHUPOBAHHBIM (PU3UUYECKHI JIOCTYNl B KOTOPBIE [IOJDKEH OBIThH
HCKJTIOYEH.

KouTpoiab ¢pusznyueckoro A0cTyna K MporpaMMHO-aINapaTHBIM CPeicTBaM 00pabOTKHU M XpaHEHUs
uHpOpMALUK OTPAHUYCHHOTO JOCTYNA U (W) B MOMEIIEHHs (30HBI MOMEIECHHUH, mKapbl, QyTaspsl,
KOpmyca), B KOTOPbIX OHH YCTaHOBJIEHBI, OCYIIECTBIISIETCS B COOTBETCTBUM C BHYTPEHHUMH
periaMeHTaMu 1o 3aluTe HHPOpPMaIuH.

CpeMHBIE MalIMHHBIE HOCHUTENTH WHGOpMAIMU, pa3pelleHHble s HUCIOJIb30BAHUSA B
MH(POPMAIIMOHHBIX CHCTEMax, MOAJIEKAT Y4YEeTy M KOHTPOJIO MCIONB30BaHMA. B HH(OpMaImOHHBIX
CUCTeMax JOJDKHBI HCIOJb30BaThCS CHEMHbIE MAIIMHHBIE HOCUTENM HWH(OpMaluu, BblAaBaeMble
VYupexxaenunem. B crmygae oOHapyXeHHs MOJB30BaTeleM ChEMHOTO MAIIMHHOTO  HOCHTENS
nH(pOpMalLUY, TPUHAUIEKHOCTh KOTOPOTO HIIM Biajeiblla KOTOPOrO YCTaHOBUThH HE YAANOCh, TaKOH
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CbEMHBI MAIIMHHBIA HOCHTENb MHPOPMALUHU JOJDKEH OBITh MEepelaH B CTPYKTYPHOE MOApa3esicHHe
(cermanucTam) 1o 3amuTe HHPOPMaIUK JIJIs aHAJIM3a CoJIep Kalleicss Ha HeM HH(OpMaIud, TPOrpaMm
U TpU HEOOXOJUMOCTH JaJbHEHIIero yHHYTOXKeHus. IlogkimroueHue OOHApPYKEHHOTO CHEMHOTO
MAaIIMHHOTO HOCUTEN MH(OpMaIU K HH(POPMAILIMOHHBIM CUCTEMAM 3aIlpelaeTcs.

6.19. TIlocpencTBoM  TPOBEACHHS  MEPONPUSTHNA 1O  OOECMEYCHHIO  HEMPEPBIBHOCTH
(GYHKIMOHMPOBAHUS HMH(OPMAIIMOHHBIX CUCTEM IPU BO3HUKHOBEHHWH HEUITATHBIX CUTYalUi
obecrieynBaeTcsi BO3MOXKHOCTh BOCCTAaHOBJICHHS BBIMOJIHEHUS (YHKIMHA (IPOIECCOB, BHIOB padoT)
MH(GOPMALIMOHHBIX CUCTEM, I KOTOPBIX YUpPEXIEHUEM YCTaHOBJIEHbI TPEOOBaHMS K HEIPEPHIBHOMY
pexxuMy (QYHKIMOHMPOBaHUS (Hajee - 3HAUMMble (DYHKIUH), B Mpelenax HHTEPBAJIOB BPEMEHHU
BOCCTAQHOBJICHHsI, YCTaHOBJIEHHbIX BHYTPEHHUMM CTaHJapTaMHd M pENIAMEHTaMU 10 3alluTe
uHpOopMaInu.

6.20. VaTepBasibl BpEMEHH BOCCTAHOBIICHUS (PYHKIIMOHUPOBAHUS WH(POPMAITMOHHBIX CUCTEM, UX
CETMEHTOB, BBINOJHAIONIMX 3HAYMMbIe (YHKIMHU, YCTAHABIUBAIOTCS YUPEKICHUEM B COOTBETCTBHUHU C
aKTaMM, Ha OCHOBAHHUHU KOTOPBIX OCYLIECTBISETCS CO3AAHUE, SKCILTyaTalusi MH()OPMAIIMOHHBIX CUCTEM,
Wi TpeOOBaHUSAMH oOnanaTenss HHQOPMALMU B 3aBHCHUMOCTH OT 3HAYMMOCTH (QYHKUMH 7S
obecriedeHuss  €ro  JEATEIbHOCTH,  KJIACCOB  3AlUINEHHOCTH  MH()OPMALMOHHBIX  CHCTEM,
YCTQHABIMBAEMBIX YUpPEXKIEHHEM B COOTBETCTBUU C MpHIOKeHHeM K TpeOoBaHUSAM O 3alluTe
nHGOpMalNH, U JOJKHBI COCTABIIATH!

- s uHGOPMAIMOHHBIX CHUCTEM | Kilacca 3alMIEHHOCTH - He Ooliee 24 4acoB ¢ MOMEHTa
oOHapyXeHHS HapyIieHUs (QYHKITMOHUPOBAHHS;

- s UHQOPMAITMOHHBIX CHUCTEM 2 KJlacca 3allUIIEHHOCTH - He Oojiee 7 KaJeHIapHBIX JTHEH C
MOMEHTa 0OHapyKEeHUsl HapyleHNUs (QyHKIIMOHUPOBAHHUS;

- ans uHGOPMAIMOHHBIX CHCTEM 3 Kiacca 3alllMIIeHHOCTH - He Oonee 4 Helneslb C MOMEHTa
oOHapyXeHHs HapylIeHUsT () yHKIIMOHUPOBAHUS.

6.21. IIporpammHble, TpOrpaMMHO-allapaTHbIE CpPEICTBA, IO3BOJIAIONIME  O0ECHIEUUThH
BBINOJIHEHUE 3HAYMMBIX (DYHKIMH, JOJDKHBI OBITh Pa3BEpHYThl B OTKa30yCTOMYMBOH KOH(Urypauuwy,
o0ecreynBaroIeii BOCCTAHOBJIEHUE BHITIOJIHEHUS 3HAYUMBIX ()YHKIUI B YCTaHOBIICHHBIN Y UpexIeHHEeM
BO BHYTPEHHUX CTaHJapTaXx M perjlaMeHTax @0 3alluTe UWH(POPMALUU HHTEpBal BPEMEHHU
BOCCTaHOBJICHHUSI.

6.22. YupexxieHneM 00ecreunBaeTCs:

- CO3aHHE J0OCTaTOYHOT O KOJINYECTBA pE3epBHBIX KOIIHI IPOTPaMMHBIX,
IIPOrpaMMHO-aIIapaTHBIX CPEACTB U HMX KOH(QUrypauuid, 0O0eCHeunBarOMX BbINOJIHEHHE 3HAUYUMBIX
¢byHKIMN, HEOOXOAUMBIX JJIi BOCCTAHOBJICHHSI BBIITOJHEHHSI 3HAYUMBIX (DYHKIHUN B YCTAHOBJICHHBINH BO
BHYTPEHHHUX CTaHAAPTAX U perilaMeHTax Mo 3alure nHPOopMaluyi HHTEPBAJl BpPEMEHH BOCCTaHOBIICHUS,
U TIEPUOJIMUECKOE TECTUPOBAHUE TAKUX CPEJCTB HAa pabOTOCIIOCOOHOCTD;

- CO3JaHUE JOCTaTOYHOIO KOJMYECTBA DPE3EPBHBIX KOMUH HH(POpPMALMU, HEOOXOOUMOH s
o0ecrieyeHrsl BBITIOJIHEHUSI 3HAYMMBbIX (DYHKIIMH, a TakKe MX XpaHEHHWE Ha Pa3HbIX TUMAaX MaIIWHHBIX
HOcUTeJIeH NHPOPMALMU B MECTaxX, 00E€CIeUNBAIOLINX UCKITIOUEHHE HECAaHKIIMOHUPOBAHHOTO 10CTYyNA K
PE3epBHBIM KONUSAM HH(OPMAIIHH.

[lepnonn4HOCTh PE3EPBHOTO KOMMPOBAHUS, KOIMYECTBO, THUIBI HOCHUTEIEH, MecTa XpaHEHUs
PE3EpBHBIX KONUH M YpPOBEHb KPUTHYHOCTH PE3EPBUPYEMOH HMHPOPMALMU ONPEACISIIOTCS BO
BHYTPEHHHUX CTaHJAapTax U perjaMeHTax Io 3aluTe HHPOpMaLnu.

VYypexneHne npoBOAUT NEPUOAUUECKHE, HO HE PEKE OJHOTO pa3a B JIBa Ioja, POBEPKH, B TOM
yuciae B (OpMe TPEHUPOBOK, BO3MOXHOCTH BOCCTAHOBIJIEHHUS BBINOJHEHUS 3HAYMMBIX (DYHKIUI C
UCIIOJIb30BAHUEM PE3EPBHBIX KO MPOrpaMMHBIX, IPOTpaMMHO-aNIapaTHBIX CPEICTB U HHPOpMALIUH,
HEOOXOAMMOM AJI MX BBINOJHEHHUS, C IPUBJICUCHUEM PAaOOTHHUKOB, 3aJ€HCTBOBAHHBIX B IPOBEAECHUHU
paboT 1Mo BOCCTAaHOBICHHIO (DYHKIIMOHUPOBAHMSI HH(OPMAIIMOHHBIX CUCTEM.

B cnydae mpoBeneHMs — MEpPONpPUATHI 1O  BOCCTAHOBJIEHUIO  (DYHKLIIMOHHPOBAHUS
MH(POPMAIIMOHHBIX CHUCTEM, MX CECMEHTOB, BBIMOJHSIONIMX 3HAYMMble (YHKIHH, C TPEBBILICHUEM
UHTEPBAJIOB BPEMEHM HUX BOCCTAHOBIIEHUS JOJKHA OOECIEYMBATHCS BO3MOYKHOCTH BBINOJHEHUS
MOJIb30BATESIMM  3HAYMMbIX (QYHKIMHA, B TOM 4YHCI€ B HEAaBTOMAaTH3UPOBAHHOM pEXHME, B
COOTBETCTBUH C BHYTPEHHUMH perjaMeHTaMH M0 3aluTe HHPOpMaLUK.

6.23. MeponpusiTisi 10 MOBBIIIEHUIO YPOBHS 3HaHUNH M WH(POPMHPOBAHHOCTHU IOJIb30BaTeNEH
MH(GOPMALMOHHBIX CHCTEM I10 BOIIPOCAM 3aLIUThl HH()OPMAIMK BKIIIOYAIOT:

- JIOBEJICHUE JI0 TOJIb30BaTeNnell MH(POPMAIIMOHHBIX MaTepHalioB, B TOM YHCIIE B (popMe MaMsTOK,
OaHHEPOB, OYKIJIETOB, IO aKTyaJIbHBIM BOIIPOCAM 3aIIUTHl HHOPMAITUH;
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- MPOBEICHUE JICKIINI, CEMUHAPOB, 0O0YUAIOIINX UTP TI0 BOMPOCAM 3aIUTH HHPOPMAITUH;

- TpOBEACHHE WMHUTALMOHHBIX PACCBUIOK JJIEKTPOHHBIX IIHMCEM Ha CIy)KeOHbIe aJpeca
ANIEKTPOHHON TIOYTHI, UHBIE CIIY’)KEOHBIE CpEeICTBAa KOMMYHHKAIIMH C IENTbI0 OLIEHKH YCTOWYHBOCTH
MOJIb30BaTENEN K METOJaM COIMATIbHON MHKEHEPUH;

- TpOBeleHHE TPEHHPOBOK C TOJH30BATEISMU IO MPAKTUYECKOH OTpabOTKe MEpONpHUSITHH IO
3amuTe MHGOpMalUKU, IPEeIyCMOTPEHHBIX BHYTPEHHMMHM perilaMeHTamMH Mo 3aliurte WHpopmauuu, u
(hOpMUPOBAHHIO HABBIKOB TIO 3aIIUTE UHPOPMAITUH.

6.24. TlpumeHsemple YUpeKIECHUEM CIOCOOBI TOBBLIINICHUS YPOBHS 3HAHUM IOJIB30BATENCH IO
BOIIPOCAM 3aIlUThl HHGOPMAITUH, TIEPUOTUIHOCTH U (POPMBI OLICHKH YPOBHS 3HAHUU OMPEIEISIFOTCS BO
BHYTPEHHUX perjaMeHTax mno 3amurte uHpopmanuu. OleHKa ypoBHS 3HAHHM NPOBOAMTCS HE pExe
OJIHOTO pa3a B TPU I'0/la UM MOCJIE KOMIIBIOTEPHOIO0 MHIUJEHTA, IPOU3O0IIEAIIET0 B YupeKaeHUH. [
M0JIb30BAaTENeH, y KOTOPBIX OTCYTCTBYIOT 3HAaHHUS MO BOMPOCAM 3aUIUThl MHPOPMAIMH, OPraHU3yeTCs
MOBTOPHOE MPOXOXKICHHE 00YUAIOIUX KYPCOB 110 BOIIPOCAM 3alUTHl HH(POPMAIIH.

6.25. TlocpeacTBOM TPOBENCHHS] MEPONPHUATHN IO 3amuTe WH(POpMAIUK MPU B3aUMOACHCTBUU
VYupexaeHus ¢ MNOAPSAHBIMUA OPraHU3aLUSIMHU HCKIIIOYAETCSI BO3MOXKHOCTh HECAHKLIMOHUPOBAHHOTO
JOCTyNa WIM BO3JCHCTBUI Ha MH(QOpPMAIMOHHBIE CHCTEMBbI U COAEPXKAIIYIOCSd B HHUX HH(QOpPMAIUIO
gepe3 B3aWMOJCUCTBYIONINE C WH(OPMALNMOHHBIMU CHCTEMaMH MPOrPaMMHO-AIMapaTHBIE CPEICTBa
MOJAPSAHBIX OpraHU3alUil UM KaHAJIbI [epeladll JaHHBIX U UHTep(denchl, UCIONb3yeMbIe IS 10CTYIa
MOPSAHBIX OpraHu3alui K ”HHOPMAITMOHHBIM CHCTEMaM.

VYypexneHneM B OTHOIICHUM TMOAPSIHOM OpraHu3aliyi yCTAaHABIMBAIOTCS TpeOOBaHUS 110
00€CTIeYeHUIO 3aUIUThI HH(OPMAIMH, K KOTOPOH MOJy4YeH JOCTYII.

He nomyckaercss komupoBaHuE MOAPSAHBIMU OpraHM3alUsIMU HUHGOpPMAIMU, K KOTOPOM UM
IIPEIOCTABIIEH JOCTYI, €CJIM TaKO€ KONHMPOBAHHME HE MPEIYCMOTPEHO B JOKYMEHTax Y4UpeXIeHHus, Ha
OCHOBAaHUHU KOTOPBIX MOAPSATHBIM OpPraHHU3alMsAM MPEIOCTaBIeH JOCTyH K HHGOPMAIMOHHBIM
CHUCTEMaM.

B uHdopManMoOHHBIX cHCTeMax, OTAEIBHBIX MPOrpaMMHO-alNapaTHBIX CPEACTBAX MOAPSTHBIX
OpraHm3alyii, B KOTOPBIX OCYIIECTBISIOTCS OOpabOTKa M XpaHEHHWE TONYyYEeHHOW B pe3yiabTaTe
MPEIOCTABIIEHHOTO J0CTyNa MH(OPMALUU, JOJHKHBI OBITH MPHUHATHI MEPHI MO 3aIIUTe WH(OPMALHH.
CocraB wH(poOpManuu, HENH €€ 3allUThl U KJIACCHl 3alIUIICHHOCTH, B COOTBETCTBUU C KOTOPHIMHU
MOAPSAHBIMU  OpraHU3alUsMU JOJKHBI OBITh TMPUHATHI MEphl MO 3amuTe HWHGOpPMaluu BO
B3aMMOJICHCTBYIOMNX MHPOPMAIIMOHHBIX CUCTEMAaX, YCTAaHABIMBAIOTCS YUPEXKICHUEM BO BHYTPECHHHX
CTaHJIapTax U periiaMeHTax Io 3aluTe HHPOopMaIuu.

PazpabGotka (pa3BuTtnHe) M (WIM) TECTUPOBAHHE MPOrPAMMHOTO OOECIEUYEeHUsI NOAPSTHBIMU
OpraHMU3alMsIMH HETIOCPECTBEHHO B AKCIUTyaTUPYEMbIX MH(GOPMAIIMOHHBIX CUCTEMaX YUpexkJIeHUs He
nomyckaetcs. Jlns mpoBenmeHuss paboT 1Mo pa3paborke (pasBUTHIO) MW (WJIM) TECTHPOBAHUIO
MPOrpaMMHOTO oOecrieueHuss pabOTHHKAM MOAPSAIHBIX OpraHHu3alfil MpeaocTaBiseTcs IOCTyH K
BBIJICTICHHBIM JIJISl MIPOBENICHUsSI TaKUX padOT CTeHAaM pa3pabOTKu U (WUIM) TECTHPOBAHHS, KOTOPHIC
JOJKHBI OBITH U30JIMPOBAHBI OT SKCIUTYaTUPYEMbIX MHPOPMAIIMOHHBIX cucTeM YupexaeHus. Kontpois
JOCTyMa TOJPSAHBIX OpraHM3alii K CTeHaaM pa3paboTku (pazBuTus) W (WIH) TECTUPOBAHUS
OCYILIECTBIISIETCS] B COOTBETCTBUH C BHYTPEHHUMHU peryiaMEHTaMHU 110 3aliuTe nHOpMalnu.

6.26. IlocpencTBoM MpOBENEHUS] MEPONPHUSTHI MO OpraHu3alMd U IPOBEICHUIO 3alIUThl OT
KOMITBIOTEPHBIX aTaK, HAMpaBiICHHBIX HA OTKa3 B OOCTYXHBaHUHM, HCKIIOYACTCS BO3MOXKHOCTh
OJIOKMPOBAHUS AaBTOPHU30BAHHBIM TIOJB30BATENSIM JOCTyNa K WH(GOPMAIMOHHBIM CHUCTeMaM U (WJIH)
coJiepKalieicss B HUX HHPOPMaIMK BCICACTBUE HECAHKITMOHMPOBAHHBIX BO3/ICHCTBHI Ha HHTEPQEHCHI,
MOPTHI, CEPBHCHI, K KOTOPBIM JIOJKEH OBITh 00ecIeueH MOCTOSHHBIN 1ocTym u3 cetu "MuTtepHet".

VYupexaenneM o0ecredrnBaeTCs B3aUMOJEHCTBUE C TOCYIApCTBEHHOW CHUCTEMOW OOHapyKEHUS,
MPEIYIPERKACHUS U JTUKBUIAIUU TOCIEICTBUN KOMIBIOTEPHBIX aTak Ha WH(OPMAIIMOHHBIC PECYpPChHI
Poccuiickoit ®denepanuu, a Takke B3aMMOJACHCTBUE B aBTOMATU3UMPOBAaHHOM pexume ¢ LleHTpom
MOHHUTOPHHTA ¥ YIIPABIEHUS CETHIO CBS3H OOIIETO MOIb30BaAHUSI.

Meponpustus, MpelyCMOTPEHHbIE HACTOSIIUM ITYHKTOM, OCYUIECTBIISIOTCS C MPHUBJICUYECHUEM
MPOBalJEpPOB XOCTUHTA WJIM OpraHU3alMM, MPEIOCTaBISIONIMX YCIYTH CBSI3U, WM OpraHu3alui,
OKa3bIBAIOIINX YCIYTH MO0 KOHTPOIIO, (GUIBTPAUU U OJOKUPOBAHUIO CETEBBIX 3alIPOCOB, 00JIaAOMINX
MpU3HAKaMHA  KOMITBIOTEPHBIX ~ aTak,  HaMpaBJICHHBIX  HA  OTKa3 B OOCIY>KHBaHHH.
[IporpaMMHo-amnmapaTHble Cpe/CTBa, HCIOJb3yeMble AJii KOHTPOJSA, (PUIbTpauuu U OJOKHUpPOBAHUS
CETEeBBIX 3allPOCOB, OOJNAMAIONINX MPU3HAKAMH aTakK, HaMpaBJICHHBIX HA OTKa3 B OOCITY>KHWBaHWUHU,
JOJDKHBI OBITH PACTIONOKEHBI Ha TeppuTopun Poccuiickoit deneparumu.
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Obecneuenne noctynHoctd U3 cetu "MHTepHeT" MHTEp(EcoB U CepBUCOB MH(POPMAITMOHHBIX
CUCTEM, MOJJIeKAIIUX 3aIIUTEe OT KOMIIBIOTEPHBIX aTak, HalpaBJICHHBIX Ha OTKa3 B OOCITY>KHMBaHUH,
OCYIIIECTBISIETCS B COOTBETCTBUM C BHYTPEHHUMH pErJIaMEHTaMH [0 3aluTe HH(QOpMAIHWH 110
COTJIACOBAHUIO CO CTPYKTYPHBIM MOJpa3jefieHHueM (CHeualucTaMiu) Mo 3auuTe WHopManuu mocie
OPUHATHS MEp IO KOHTPONIO U (UIBTPAIMU WMCXOMASIIETO M BXOMSIIErO CeTeBoro Tpaduka B
COOTBETCTBUU C TMEpeuyHeM pecypcoB ceTtu "HMHTepHeT", ¢ KOTOPhIMHM MOXKET B3aWMOJIEMCTBOBATH
nH(OpPMALIMOHHAS CHCTEMa, BKIIOUYAIONIMM HCXOASIIMNA W BXOJSIIMA CETEBbIE TIOTOKH, WX
XapaKTePUCTUKHU U UCIIOJIb3yeMble MPOTOKOJIBI.

6.27. TlocpencTBOM TPOBEICHHUS MEPOMPHUITHI MO OOECIEUEHUI0 3alUTHl WHGOPMALUU TMPHU
UCIOJIb30BaHUU JUIsl (PYHKIIMOHUPOBAHUS HMH(POPMAILMOHHBIX CHCTEM HCKYCCTBEHHOTO HHTEJIEKTa
o0ecreunBaeTcss BO3MOXHOCTh HCKIIFOUEHUS HECAHKIMOHMPOBAHHOTO JOCTyHa K HWH(OpMamuu HiIu
BO3JICHCTBUS Ha HH(POPMALIMOHHBIE CHCTEMbI, HECAHKIIMOHUPOBAHHOIO pPACIpPOCTPAaHEHUS U
Monudukanuun WHPOPMAIMU, a TakKe WCIONb30BaHUS HWH(POPMAIIMOHHBIX CHCTEM HE II0 HX
HAa3HAYEHUIO 3a CYeT BO3ACMCTBHUS Ha HAOOpPHI JAaHHBIX, MPUMEHSEMbIE MOJIEIH HCKYCCTBEHHOTO
WHTEJUIEKTa ¥ X TTapaMeTpPhl, IPOIIECCHl H CEPBUCHI IO 00pa0OTKE TAaHHBIX U MIOUCKY PEIICHUN.

He nomyckaercs mnepenada iy, pa3paOoTaBIIeMy MOJETh MCKYCCTBEHHOTO WHTEIIEKTa,
nH(OpPMAalUK OTPAHUYEHHOTO JOCTYIA, coAepkalielics B HHPOPMAITMOHHBIX CUCTEMax, B TOM YHCIIe
JUIS yIyqIIeHUs] yHKIIMOHUPOBAHUS MOJIENTU UCKYCCTBEHHOTO MHTEIUICKTA.

6.28. Ilpu B3auMOJEHCTBUU MOJIL30BATENCH B IIENSAX BBIMOJHEHUS WMHU CBOHMX OOS3aHHOCTEH
(pyHK1MiT) ¢ cepBUCaMH Ha OCHOBE UCKYCCTBEHHOTO MHTEJUIEKTA MOCPEICTBOM HAlpaBJeHHsI 3arpoca 1
MOJIY4EHUSI OTBETA JJOJIKHBI OBITh:

- IPU B3aMMOJIEUCTBUHU B (hopMaTe CTPOro 3aJaHHbIX IAOJIOHOB 3alPOCOB U OTBETOB:

orpeeNieHbl MAOIOHBI 3aIPOCOB MOJIb30BATENCH, HAMPABIISIEMBIX B UCKYCCTBEHHBIN WHTEIIEKT, U
o0ecrniedyeH KOHTPOJIb COOTBETCTBHUS 3allPOCOB YCTAHOBJICHHBIM I11a0JIOHAM;

orpeneneHbl  1a0JOHBI OTBETOB HMCKYCCTBEHHOTO HMHTEIEKTa M 00ecredeH KOHTPOJb
COOTBETCTBHS OTBETOB YCTAHOBIIEHHBIM Y UpexKAeHHEM 1Ia0JI0OHAM;

- TP B3aUMOJICHCTBHHU B (hopMaTe CBOOOJHON TEKCTOBOW (hOPMBI 3aIIPOCOB U OTBETOB:

onpejeNieHbl ISl HamnpaBiIsieMblX B HCKYCCTBEHHBIM WHTEIUIEKT 3alpoCOB I0JIb30BaTeNei
JIOMYCTHMBIE TEMATUKHU 1 00€CIIeYeH KOHTPOIb COOTBETCTBHS 3aIIPOCOB IOMMYCTUMBIM TEMATHUKaM;

ornpezaeneHsl (GopMaTbl OTBETOB MCKYCCTBEHHOTO MHTEIUIEKTa B COOTBETCTBUU C JOMYCTUMBIMH
TeMaTUKaMU 1 00eCIeYeH KOHTPOJIb COOTBETCTBHSI OTBETOB YCTAaHOBIICHHBIM YUpekaeHueM (popmaram
U JOMYCTUMBIM TEMaTUKaM;

- pa3paboTaHbl CTATUCTHYECKHE KPUTEPHH [UIS BBISBICHUS HEJOCTOBEPHBIX OTBETOB
MCKYCCTBEHHOT'O MHTEJIEKTa AJIs MOCIEAYIOLIEro cOopa u aHalli3a HEJOCTOBEPHBIX OTBETOB;

- o0ecrieyeHO pearupoBaHUE HA HEJOCTOBEPHBIE OTBETHl HCKYCCTBEHHOI'O HMHTEIUIEKTA
MMOCPEJICTBOM OTpaHUYCHHUS O0JIaCTH TPHHUMAEMBIX pelmieHuid ©u (W) peanu3anu  QyHKIHI
MH(POPMAIIMOHHOM CUCTEMbI Ha OCHOBE HEIOCTOBEPHBIX OTBETOB UCKYCCTBEHHOI'O MHTEIJICKTA.

[Ipu ucnonb3oBanuy B UHGOPMAITMOHHBIX CHCTEMaX MCKYCCTBEHHOT'O MHTEIIEKTa UM CEPBHUCOB
Ha OCHOBE HMCKYCCTBEHHOTO MHTEJUICKTA JOJHKHO OBITh HMCKIIOUEHO HEPETIAMEHTHPOBAHHOE BIIMSHUE
UCKYCCTBEHHOTO MHTEJUIEKTa Ha @apaMeTpbl MOJENM HCKYCCTBEHHOTO UHTEIJIeKTa W Ha
(GyHKIMOHMPOBAaHUE HH(POPMAITIOHHBIX CUCTEM.

HenocpeactBeHHo B cocTaB HMH(OPMALIMOHHBIX CHCTEM JOJIKHBI BKIIIOYAThCS JOBEPEHHbIE
TEXHOJIOTUU UCKYCCTBEHHOTO MHTEIUICKTA MU UX KOMIIOHEHTHI.

6.29. MeponpusaTus 1o peanu3anvi B WH(OOPMAIMOHHBIX CHCTEMax Mep MO0 HX 3alluTe |
CoJieprKaIleiicss B HUX HHPOPMAIUU BKIIOYAIOT:

- peanuzanuio 0a30BBIX Mep 3alllUThl MH(POPMAIMOHHBIX CHCTEM M COJepXalleics B HUX
nH(OPMAIIUY COOTBETCTBYIOIINX KJIACCOB 3alIUINEHHOCTH, YCTAHABIMBAEMBIX Y UPEIKICHUEM;

- ajmanTanuio Oa30BBIX Mep 3allUThl HWH()OPMALMOHHBIX CHCTEM U CcoOJepalleics B HUX
uHpOpMallUM TPUMEHUTENHHO K  aApPXUTEKType HWHQPOPMAIMOHHBIX  CHUCTEM, MPUMEHICMbBIM
MH(POPMAIIMOHHBIM TEXHOJIOTHSIM, OCOOCHHOCTSIM (DYHKITMOHUPOBAHMS HH(POPMAIIMOHHBIX CHCTEM;

- BepupUKALUIO aJaNTHPOBAHHBIX 0a30BBIX MeEp 3allUThl HWH()OPMALMOHHBIX CHCTEM H
coJieprKalieiicss B HUX MHQOpPMAIMM B COOTBETCTBHHM C aKTyalbHBIMU YIpPO3aMU M BO3MOXKHOCTSIMHU
HapyIIUTENeH, UX JONOTHEHUE U (W) YCUTICHHE.

6.30. B wuHpOpPMAMOHHBIX CHCTEMaX pEAM30BaHBI CIEAYIOIMHE O0a30Bble MEPhl 3alIUTHI
MH(OPMALIMOHHBIX CHCTEM U COZepKaIeicss B HUX HH(popmamuu:

- IICHTU(UKAIMS ¥ ayTeHTU(DHUKAITNS;
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- yIIpaBIJIEHUE JIOCTYTIOM;

- perucTpamus CoOObITHI 6€30MacHOCTH;

- 3alUTa BUPTyaJTU3aI[H U O0JIaYHBIX BEIUYUCIICHUIA;

- 3aI1Ta TEXHOJOTMH KOHTEHHEPHBIX CPe/l U UX OPKECTPaLUH;

- 3aI[IUTa CEPBUCOB AIEKTPOHHON MOYTHI;

- 3al1Ta BEO-TEXHOJIOTHI;

- 3aIUTa IPOTPAMMHBIX HHTEP(EHCOB B3aMMOACHUCTBHS MPHIIOKEHHIA;

- 3aIUTa KOHEYHBIX YCTPOUCTB;

- 3aIUTa MOOMIIBHBIX YCTPOMCTB;

- 3alllATa TEXHOJOTUIl UHTEPHETA BENICH;

- 3aIUTa TOYeK OECIPOBOAHOIO IOCTYIIA;

- aHTUBHMPYCHAs 3allNTa;

- oOOHapy)XeHHUE U MPEOTBPALICHNE BTOPKEHUI HAa CETEBOM YPOBHE;

- CerMEHTAallMs U MEKCETEBOE IKPaHUPOBAHUE;

- 3aIUTa OT KOMITBIOTEPHBIX aTaK, HAIPABJICHHBIX HAa 0TKA3 B 00CITY)KUBaHUY;

- 3alUTa KaHAJIOB Mepe/laur JaHHBIX U CETEBOT0 B3aUMOCHCTBUS.

6.31. Peanmuszauus mep mo 3ammre HHOOPMAIMOHHBIX CHUCTEM M COJepKalleics B HUX
uHboOpMalMY, MOJUIeXkKAlUe peanu3aluy, o0ecreunuBaeT 3alluTy OT HapyLIUTeNIel co ClenyroIluMHU
YPOBHSIMU BO3MOXKHOCTEM:

- B NH(OPMAIMOHHBIX CUCTEMAX 3 KJjlacca 3allUIIEHHOCTH - OT HapyIIUTeNel ¢ 6a30BbIM ypOBHEM
BO3MOXKHOCTEIA;

- B MH()OPMAIIMOHHBIX CHUCTEMax 2 Kjacca 3allUIIEHHOCTH - OT HapyIIUTENIEH C MOBBIILICHHBIM
YPOBHEM BO3MOXKHOCTEM;

- B MH(OPMAIMOHHBIX cUCTeMax | Kjacca 3aIlMIIEHHOCTH - OT HapyIIUTENeH C BBICOKUM
YPOBHEM BO3MOKHOCTEM.

VYupexxaeHneM MOKeT ObITh IPUHATO PEIIEHHE O MPUMEHEHUHM MEp 3alUThl HHPOPMALMOHHBIX
CHCTEM U cojepxkamieiics B HHUX HH(OpMamuu OT Hapymwureneid ¢ Oojiee BBICOKMM YpPOBHEM
BO3MO>KHOCTEH.

6.32. C uenplo MOATBEPKIEHHUS JOCTATOYHOCTH NPUHATHIX Mep 3aIUThl HMH()OPMAIIMOHHBIX
CHUCTEM M COJIepIKAIleicss B HUX HH(POPMAIMK 0 Hadayia oOpaboTKU U (W) XpaHeHUs HH(OpPMAIHU B
MH(POPMAIIMOHHBIX CUCTEMaX MOXeET OBITh NMPOBEJCHA UX aTTECTAalUs Ha COOTBETCTBHE TpeGOBaHUSAM O
3aImuTe HHPOPMAIIUH.

Pemenue o0 HeoOXOAMMOCTH  aTTeCTalMd  HMH(MOPMAIMOHHBIX  CHUCTEM  IPUHUMAETCS
PYKOBOJIUTENEM Y UPEXKIEHHSI, OTBETCTBEHHBIM JIILIOM.

6.33. Meponpuarus MO KOHTPOJIO YPOBHS 3alIUIICHHOCTH HH(OpPMAIMH, COIEpKaIleics B
MHPOPMALIMOHHBIX CHUCT€MaX, OOECIEeUMBAIOT BKIIOUYEHHE IPOBEJECHUS OLICHKM BO3MOYKHOCTEH
HapymeHus: 6e30nacHOCTH MH(popMaruu U (MiIM) HapylleHus: (pyHKIIMOHUPOBAHHUS MH()OPMAITMOHHBIX
CHCTEM BHEUIHHMHU U BHYTPEHHUMH HapyIIUTEIIMHU.

KoHTponbs ypoBHS 3alIMIEHHOCTH WH(GOpPMAIMU MPOBOJIUTCS B COOTBETCTBHM C BHYTPEHHUMH
perinaMeHTaMy 1o 3aluTe HHPOPMaILMU OAHUM WM COBOKYITHOCTBIO CIEAYIOIIUX METOJI0B:

- aBTOMAaTH3UPOBAHHOE U (MJIM) PYYHOE BBISBICHUE YSI3BUMOCTEH HMH(OPMAIMOHHBIX CHUCTEM C
HOCJeTyIONEei SKCIIEPTHON OLIEHKOH BO3MOKHOCTU MX HMCIIOJIb30BaHMS HapyIIUTENEM JUIsl HapyIleHUs
6e3omacHOCTH HHGOpPMALKU U (WIK) HapyIIeHUs! GYHKIMOHUPOBAHUS MHOOPMAITHOHHBIX CUCTEM;

- BBISIBJICHUE HECAaHKI[MOHUPOBAHHBIX MOKIIOUEHUH yCTPONCTB K HH(YOPMALIMOHHBIM CUCTEMAM;

- TECTUpOBaHHME HMH(OPMAIIMOHHBIX CHCTEM IyTEM MOJICIMPOBAHUS pPEATH3AIMU AKTYaJIbHBIX
yrpo3 C LENbI0 OLEHKH BO3MOKHOCTEH HECAHKIIMOHMPOBAHHOI'O JOCTYNA K HUM (BO3JEHCTBUI Ha HUX)
WIA TIOBBIUICHHUS TPHUBWICTUH TMpPH PpEATM30BAHHBIX MEPONPUATHUSAX M Mepax [0 3alluTe
MH(GOPMALMOHHBIX CHCTEM U CoJiepKalleiics B HUX HH(pOpMalnu;

- MPOBEICHNE B COOTBETCTBUH C IUIAHOM TPEHUPOBOK IO OTPAOOTKE PaOOTHUKAMHU Y UpPEKICHUS
JeWcTBUI M0 00ECIIEUEHNIO YPOBHSI 3alMIIEHHOCTH HH(OpMaIiK, cojepxalieiicss B MHGOpMaMOHHBIX
cHCTeMax, B YCIIOBHSX pPealn3allui aKTyaIbHBIX YIPo3.

6.34. KoHTposb YpOBHS 3alIMIICHHOCTH HH(POPMAIIMKM TTPOBOJUTCS HE PEKE OJHOTO paza B TPHU
rofia WM MOocje KOMIBIOTEPHOTO WHIMIACHTA, MPOU3OIIEAIIET0 B YUpekJeHUH. MeToabl KOHTPOJIS
YPOBHSI 3aIUIIEHHOCTH HH()OPMAIIMK U IEPUOJUYHOCTD €0 MIPOBEACHUS ONPENENAIOTCA Y UpeKICHUEM
BO BHYTPEHHEM pETJIaMEHTE.

ITo pesynpTaraM NpoBenEeHUS KOHTPOJS YPOBHS 3aIMIIEHHOCTH MHGOpPMALUU pa3pabaThIBAETCs
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OTYeT, KOTOPHI TOIMUCHIBAETCS JIMLAMH, TPOBOAMBIIMMHM KOHTpOJb. OT4YeT MJOKEH OBbITh
Mpe/CTaBlIeH B TeyeHHe 3 pabouux [OHEHl ¢ JaThl 3aBeplIeHHs] KOHTPOJIS YPOBHS 3aIMIEHHOCTH
uH(pOpMAIUN PYKOBOIUTENIO Y UPEKICHNS, OTBETCTBEHHOMY JIUILY JUIS IPUHATHS P HEOOXOIUMOCTH
peuieHusT PYKOBOIWTENS YUpPEKIEHUS O BBIACICHUH PECYpCOB C LEJIbH0 MOBBIILICHUS YPOBHS
3anmeHHocTy uHpopmanuu. Otuer Hampasisiercst Yupexnaenuem B @CTOK Poccum B Teuenue 5
pabounx JHEH C JaThl 3aBepUICHHUS KOHTPOJIS YPOBHS 3alUIIEHHOCTH HH(OpMAMM B LEIIX
MOHHUTOPHUHTA TEKYILEr0 COCTOSHUS TEXHUUECKON 3aIIUThI HH(POPMALIUH.

6.35. MepomnpusiTus ¥ Mepbl MO 3amuTe WHPOpMANUM, MPEeayCMOTpeHHbIE TpeboBaHUSIMU O
3ammmre uH(opManuu M Hacrosmed [lonuTHkol, peanu3yroTcs YUpexkIeHHEM C HCIOJIb30BAHUEM
Metoauueckux 1okyMeHToB @CTIOK Poccun.

6.36. IIpu OTCYTCTBHM BO3MOXHOCTH PEANM3ALUU OTAEIbHBIX MEPONPUATUH W (WJIM) MPUHATHUSL
Mep To 3amuTe HHpopMauuu YUpekIeHHEM pa3padaTbiBalOTCd M BHEAPSAIOTCS KOMIICHCHUPYIOIIKE
MEpBbI, MO3BOJIAIOMINE OO0ECIeYUTh OJIOKMPOBaHHE (HEUTpaIM3alMIo) aKTyaldbHBIX yrpos. Ilpum stom
VYupexneHueM TOKHO ObITh 00OCHOBAHO MPUMEHEHHE KOMIICHCHUPYIOIIMX MEp Ha 3Tale CO3JaHus
MH(POPMAIIMOHHBIX CHCTEM, a IpPH aTTecTallud HH()OPMAIIMOHHBIX CHUCTEM - TIOATBEpXKICHA WX
3¢ PEeKTUBHOCTD 7151 OJIOKUPOBAHUS (HEHTpaIM3aIliN) aKTyaIbHBIX yIPO3.

6.37. TexHuueckue Mepsl MO 3alUTe UH(GOPMAIMKU MPUHUMAIOTCS Ha alllapaTHOM, CHUCTEMHOM,
MPUKJIAJHOM YPOBHSX, a TakKe B MH(POPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHON HH(pACTPyKType npu ee
Hannyuy. Ha anmapaTHoM ¥ CUCTEMHOM YPOBHSX 3aluTa MH(OpMAIMK 00ECIIEYHBAETCS TOCPEACTBOM
MPUMEHEHUsI BCTPOCHHBIX B allaparHoe oOecnedyeHne M CHCTEMHOE IporpaMMHOE oOecreueHue
cpeacTB 3amuThl HGopMmanuu. Ha mpukinagHoM U ceTeBoM (MHPPACTPYKTYPHOM) YPOBHSX 3allUTa
nHpopMaluu obecrieyuBaeTCsl MPUMEHEHUEM BCTPOCHHBIX B MPHUKJIAJHOE MPOrpaMMHOE oOecrieueHne
CpeAcTB 3amuThl WHGopMaIMKU MU (WIM) TPUMEHEHHEM HAJIOKEHHBIX M CETEBBIX CPEICTB 3aIlUTHI
nHpopMaIuu.

6.38. Jlns 3ammtel MHQOpPMANMM TPUMEHSIOTCA CepTU(UIIMPOBAHHBIE CPEICTBA 3aIHTHI
nH(OPMAaLUK B COOTBETCTBUU C MHCTPYKUUAMHU (IIpaBHJIaMHU) O UX IKCIUTyaTallMH, YCTAHOBJICHHBIMU
pa3paboTYMKaMHU B SKCILTyaTallMOHHOH JoKyMeHTanuu. [IpuMeHsiemMble cpeacTBa 3aluThl HHPOpPMaIuu
JOJDKHBI OBITH 00ECIIEYEHBI CO CTOPOHBI UX Pa3padOTUYHNKOB MOIIEPKKON O€30MaCHOCTH HA TEPPUTOPHH
Poccuiickoit @enepannu, BKIOYAs BBITYCK U IPUMEHEHHE OOHOBICHHN MPOTPaMMHOTO oOecreueHus,
00ecneurBaoIIUX YCTPAHEHNE BBISIBJICHHBIX YSI3BUMOCTEH, 1e()eKTOB U HEJOCTATKOB.

CpencrtBa 3amuThl MHGOpPMALMK TMPUMEHSIOTCS C COOJIOJCHUEM 3allPEeTOB, YCTAHOBJIEHHBIX
nyHkToMm 6 Ykaza [Ipesunenta Poccuiickoit @enepanuu ot 1 mas 2022 r. Ne 250 "O 1onoaHUTETbHBIX
Mepax 1o obecneueHunto nHGopmarmonHoi 6e3onacuoctu Poccuiickoii @eneparun’.

6.39. Ilpumensemble cepTU(DHUIIMPOBAHHBICE CPEJACTBAa 3alIUThl  WH(OpPMAIUKM  TOJDKHBI
COOTBETCTBOBATH:

- 7S 3aluThl MHQOPMAIMOHHBIX CUCTeM | Kilacca 3alUIIEHHOCTH - HE HUXKEe 4eM 4 Kilaccy
3aILUTHl U YPOBHIO 10BEPHUS;

- 7S 3alUThl UH(QOPMAIMOHHBIX CUCTEM 2 KJlacca 3allUIIEHHOCTH - HE HUXKE YeM 5 Kiaccy
3aIUTHl U YPOBHIO 1I0BEPHUS;

- 17151 3aIUThl UHPOPMAIIMOHHBIX CUCTEM 3 Kilacca 3alllMIIEHHOCTH - 6 Kilaccy 3allUThl U YPOBHIO
JOBEpHUS.

6.40. Ha cTtagusx >kU3HEHHOTO ITUKJIa MH()OPMAITMOHHBIX CHCTEM MEPHI 1O 3aluTe HHOOpMAIUu
IIPUHUMAIOTCS YUPEKICHUEM B COOTBETCTBUU C Pa3[eloM 5 HAallMOHAIBHOIO craHpapra Poccuiickoit
Oenepanun 'OCT P 51583-2014 "3ammura mabopmaruu. [Topsnok co3maHus aBTOMaTU3HPOBAHHBIX
CHCTEM B 3alllMIIeHHOM HcronHeHnH. O6mue TpeboBaHus", yTBepKIEHHOTO U BBEIEHHOTO B JICHCTBHE
npukazom Poccranmapra ot 28 auBaps 2014 r. Ne 3-cr.

7. O6padoTka nH(pOPpMALMH, COepPKaLIeH TePCOHATbHbIE TaHHbIE

7.1. be3onacHOCTb MEPCOHAIBHBIX NAHHBIX MpU UX 00paboTke B HMH(OPMAIMOHHON CHCTEME
MePCOHANIBHBIX JTAHHBIX (Jaree - WH(popMalMoHHas cUcTeMa) 00eCIeurnBaeTCsl ¢ MOMOIIBIO CHCTEMBI
3alIMThl TEPCOHANBHBIX JAaHHBIX, HEUTPaNU3yIOLIEH aKTyalbHbIE YIPO3bl, OIpENeICHHbIE B
COOTBETCTBUU C HacThlo 5 cratbu 19 @DenepanbHoro 3akoHa ot 27 wurons 2006 r. N 152-®3 "O
NEPCOHAIBHBIX AaHHBIX" (1anee - 3aKOH O MePCOHAIBHBIX JAHHBIX).

7.2. Cuctema 3alllMThl MEPCOHAJIBHBIX JAHHBIX BKIJIIOYaeT B ceOs OpraHM3alMOHHbIE U (WJIN)
TEXHUYECKHE MEPBI, OTIPE/ICTICHHBIE C YIETOM aKTyaJlbHBIX YIpo3 0€30MacHOCTH NEePCOHANBHBIX JAHHBIX
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¥ MH()OPMAITMOHHBIX TEXHOJIOTUH, HCIIOIB3YEMBIX B MH()OPMAITMOHHBIX CUCTEMAX.

7.3. YupexneHnue obecrieunBaeT 0€30MaCHOCTh MEPCOHANBHBIX TAaHHBIX MPU UX 00paboTke B
MH(POPMAIIMOHHOH cHUCTEME.

7.4. YupexaeHue OCYyLIECTBISIET BHIOOpP CPEICTB 3alUThl MHOOPMALMU ISl CUCTEMBbI 3aIIUThI
MEePCOHANBHBIX JAHHBIX B COOTBETCTBHM C HOPMATHBHBIMU MPABOBBIMU aKTaMH, MPHHITHIMU
®denepanpHoit cimyx0O0i OezomacHoctd Poccuiickoit ®eneparmu w1 denepanbHoil  ciyx00i 110
TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO.

7.5. Tlom axTyaJbHBIMH YIrpo3amMH O€30MaCHOCTH TIEPCOHAIBHBIX JIAHHBIX TTOHUMAETCs
COBOKYITHOCTb YCJIOBHI M (PAKTOPOB, CO3JAIOMIMX aKTYaJIbHYIO ONMACHOCTh HECAHKIIMOHUPOBAHHOTO, B
TOM YHCIIE€ CIIY4ailHOTO, JIOCTyNa K MEpPCOHAJbHBIM JAHHBIM MpPU HX 00paboTKe B MH(POPMALIMOHHOM
cHUCTEeMe, pe3yJbTaToOM KOTOPOr0 MOTYT CTaThb YHHUYTOXXCHHME, HW3MEHEeHHe, OJOKMpOBaHUE,
KOMMPOBAaHUE, TMPEAOCTaBICHHUE, PACIPOCTPAHEHHE NEPCOHANBHBIX JAaHHBIX, a TaKkKe UHbIE
HEIIPAaBOMEPHBIE IEHCTBUS.

VYrpo3el 1-ro Tuma axkTyaiabHbl AJii UHGOPMALMOHHOW CHCTEMBI, €CIHM Il HEe B TOM 4HCIIE
aKTyallbHbl ~ YTPO3bl, CBS3aHHBIE C HAIMYUEM HEIOKYMEHTHPOBAHHBIX (HEICKIApUPOBAHHBIX)
BO3MOXXHOCTEl B CHCTEMHOM MPOrPaMMHOM O0O€CIEYeHHH, HCIOIb3yeMOM B HH(GOPMalMOHHON
cHucTeMe.

Yrpo3sl 2-ro TUMa akTyajdbHbl AJii UHGOPMALMOHHOW CHCTEMBI, €CIH Il Hee B TOM 4HCIIEe
aKTyallbHbl ~ YTPO3bl, CBSI3aHHBIE C HAIMYUEM HEIOKYMEHTHPOBAHHBIX (HEICKIApUPOBAHHBIX)
BO3MOXXHOCTEl B MPUKIATHOM MPOrpaMMHOM OOECHEYEHHH, MCIONb3yeMOM B HWH(GOPMalMOHHON
cHucTeMe.

VYrpo3sl 3-r0 THMA aKTyalIbHBI 411 HHOOPMALIMOHHOW CUCTEMBI, €CJIH JUISl HEE€ aKTyallbHbl YTPO3bl,
HE CBSI3aHHBICE C HAJIMYMEM HEJIOKYMEHTHPOBAHHBIX (HEIEKJIApUPOBAHHBIX) BO3MOXKHOCTEH B
CUCTEMHOM M MPUKIIAAHOM IPOrpaMMHOM 00€CIIEYeHHH, NCIIOJIb3YEMOM B HH(POPMAIIMOHHOW CUCTEME.

7.6. Ompenenenue Tuma yrpo3 0€30MAaCHOCTH TEPCOHANBHBIX JIAaHHBIX, AKTYaJIbHBIX IS
MH(OPMALIMOHHON CUCTEMBI, IPOU3BOAUTCS Y UPEKICHUEM C YIETOM OLIEHKH BO3MOXKHOTO Bpea.

7.7. Ilpu 0O6paboTKe MepcoOHATbHBIX JAaHHBIX B WH(GOPMAIIMOHHBIX CHCTEMax YCTaHaBIHBaroTCA 4
YPOBHS 3aLIUIIEHHOCTH [IEPCOHATBHBIX TAHHBIX.

7.8. HeobxoaumocThs obecriedeHnst 1-ro ypoBHS 3alMIEHHOCTH NMEPCOHAIBHBIX JAHHBIX MPH UX
0o0paboTke B HMH(POPMAIMOHHOW CHUCTEME YCTAaHABIMBACTCS TPH HAJIMYUH XOTSA OBl OJIHOTO U3
CHEAYIOLIUX YCIOBUM:

- Uil UHQOPMAIIMOHHOM CHUCTEMBbl aKTyallbHbl YIpo3bl 1-ro TUma U MHPOpPMAIMOHHAs CHUCTeMa
oOpabarbiBaeT aMOO cCHEHUaTbHbIE KAaTErOPUU IEPCOHAIBHBIX JaHHBIX, JUO0 OuoMeTpuyecKue
MepCOHANbHbBIE TaHHbIE, TM00 UHbIE KATETOPUU MEPCOHANBHBIX TAHHBIX;

- Juist “HQOPMAIIMOHHOW CHUCTEMBI aKTyallbHBI YIpO3bl 2-TO THUIMAa U WH(POPMAIMOHHAS CUCTeMa
oOpabaThIBaeT CHEIMaIbHbIE KaTETOPUM TEPCOHAIBHBIX MaHHbIX Oonee dem 100000 cyOwnekToB
MEPCOHANBHBIX TAHHBIX, HE SBISIONIUXCS COTPYIHUKAME Y UPEIKICHHSI.

7.9. Heob6xoaumocTh oOecniedeHus1 2-r0 YPOBHS 3aIIUIIEHHOCTH TEPCOHAIBHBIX NTaHHBIX MPU UX
o0paboTke B HH(OPMAINMOHHOW CHUCTEME YCTAHABIMBACTCS IPU HAIMYUU XOTS OBl OIHOTO W3
CHEAYIOUIUX YCIOBUM:

- Juisi “HQOPMAIIMOHHOW CHUCTEMBI aKTyallbHBI YIpo3bl 1-r0 THUMa U WHPOPMAIMOHHAS CUCTeMa
oOpabaTsIBaeT 00IIEIOCTYITHBIEC TEPCOHAIBHBIC TAHHEBIE;

- Juisi “HQOPMAIIMOHHOW CHUCTEMBI aKTyallbHBI YIpO3bl 2-TO THUIMA U WHPOPMAIMOHHAS CUCTEMa
oOpalaThIBaeT cCrelHadbHble KAaTErOpHUH MEPCOHANbHBIX JaHHBIX COTPYJHUKOB YUpPEKICHHUS WU
ClelMalbHbIE KAaTerOpUH MepCOHANbHBIX MaHHbIX MeHee deM 100000 cyObeKkTOB MNEepCOHaIbHBIX
JAaHHBIX, HE ABJISIOUIUXCS COTPYIHUKAMU Y UPEXKICHNUS;

- Juisi “HQOPMAIIMOHHOW CHUCTEMBI aKTyallbHbI YIpO3bl 2-TO THUIMA U WH(POPMAIMOHHAS CUCTEMa
oOpabaTsiBacT OMOMETPUYECKUE TIEPCOHATLHBIC TAHHBIC;

- Juist “HQOPMAIIMOHHOW CHUCTEMBI aKTyallbHbI YIpO3bl 2-TO THUIMA U WH(POPMAIMOHHAS CUCTEMa
oOpabaTsIBaeT OOIIEAOCTYIIHBIC MepcoHaIbHbIe HanHble Oosiee yeM 100000 cyOBbEKTOB MEPCOHATBHBIX
JTAaHHBIX, HE SBISIONINXCS COTPYIHUKAMH Y UPEKICHNUS,

- Uil UHQOPMAIIMOHHOM CHUCTEMBbl aKTyallbHbl YIpO3bl 2-T0 THUIMAa U MHPOPMAIMOHHAs CHUCTeMa
o0pabaTbIBaeT MHBIC KAaTETOPHH MEPCOHATIBHBIX AaHHBIX Oonee yem 100000 cyOBEeKTOB MEepCOHAIBHBIX
JAaHHBIX, HE ABJISIOUIUXCSA COTPYIHUKAMU Y UPEXkKICHNUS;

- Juist “HQOPMAIIMOHHOW CHUCTEMBI aKTyallbHbI YIpO3bl 3-TO THUIMA U WHPOPMAIIMOHHAS CUCTEMa
oOpabaThIBaeT CHEIMaIbHbIE KaTETOPUM TEPCOHAIBHBIX MaHHbIX Oonee dem 100000 cyOBnekToB
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NEPCOHATBHBIX JAHHBIX, HE SBISIOMUXCS COTPYAHUKAMU Y UpEkKACHUS.

7.10. HeobxoaumocTh obecrieueHns 3-ro ypoBHs 3alIUIIICHHOCTH TIEPCOHATBHBIX JAHHBIX MPH UX
00paboTke B HMH(POPMALMOHHOM CHUCTEME YCTAaHABIMBACTCA MpPHU HAIMYMM XOTS OBl OJHOTO U3
CHEAYIOUIUX YCIOBUM:

- Ui MHPOPMALMOHHOM CHUCTEMBI aKTyajbHBI YIpo3bl 2-TO THUNA U UHPOPMALMOHHAS CHCTEMa
oOpabaTeiBaeT  OOIIENOCTYIHbIE MNEPCOHAIbHBIE  JaHHbIE COTPYOHUKOB  YUpEeXKICHHUS  WIIHU
o0menocTynHble nepcoHanbHble naHHble MeHee yeM 100000 cyObeKTOB NEepCOHANbHBIX ITaHHBIX, HE
SIBIIAIOIINXCS] COTPYAHUKAMU Y UpeKICHUS;

- Ui MTHPOPMALMOHHOM CHUCTEMBI aKTyajbHBI YIpo3bl 2-TO THUINA U UHPOPMALMOHHAS CHCTEMa
oOpa0aThIBa€T HHBIE KATETOPUM MEPCOHANBHBIX JAaHHBIX COTPYAHUKOB YUPEKICHUS WIM HHbIE
KaTeropuu TMepCOHANbHBIX AaHHBIX MeHee ueM 100000 cyOBbeKTOB MepcOHANbHBIX JAHHBIX, HE
SIBJIAIOIINXCS] COTPYAHUKAMU Y UpeKICHUS;

- Ui MHPOPMALMOHHOM CHUCTEMBI aKTyajbHBI YIpo3bl 3-TO THUNA U UHPOPMALMOHHAS CHCTEMa
oOpa0aThIBaeT CrHelHalbHble KAaTErOPUH MEPCOHANbHBIX JaHHBIX COTPYJHUKOB YUPEKICHUS WU
CIeMaNbHbIE KAaTerOPUH MepCOHANbHBIX MaHHbIX MeHee deM 100000 cyObeKkTOB MEepCOHAIbHBIX
JAaHHBIX, HE SBJSIOUIUXCSA COTPYIHUKAMU Y UPEXkKICHNUS;

- U1 MHPOPMALMOHHOM CHUCTEMBI aKTyajbHBI YIpo3bl 3-TO THUMA U MHPOPMALMOHHAS CHCTEMa
oOpabaThiBacT OMOMETPUIECKUE TIEPCOHATLHBIC TAaHHBIC;

- Ui MHPOPMALMOHHOM CHUCTEMBI aKTyajbHBI YIpo3bl 3-TO THUNA U MHPOPMALMOHHAS CHCTEMa
oOpabaThIBacT MHBIC KAaTETOPHH MEPCOHATBHBIX AaHHBIX Oojiee yeM 100000 cyObeKTOB EPCOHATBHBIX
TAHHBIX, HE SBJISIIOIUXCS COTPYAHUKAMHU Y UpexICHUSI.

7.11. HeobxoaumocTh obecrieueHus 4-ro ypoBHs 3alIUIIICHHOCTH TIEPCOHATIBHBIX JAHHBIX MPH UX
0o0paboTke B HH(DOPMANMOHHOW CHUCTEME YCTAHABIMBACTCS MPU HAIMYUU XOTS OBl OIHOTO W3
CIEAYIOUIUX YCIOBUM:

- Ui MHPOPMALMOHHOM CHUCTEMBI aKTyajbHBI YIpo3bl 3-TO THUNA U MHPOPMALMOHHAS CHCTEMa
oOpabaThIBaeT OOIIEIOCTYITHBIC IEPCOHAIBHBIC TAHHEBIE;

- Ui MHPOPMALMOHHOM CHUCTEMBI aKTyajbHBI YIpo3bl 3-TO THUNA U MHPOPMALMOHHAS CHCTEMa
oOpa0aThiBaeT HHBIE KATETOPUU MEPCOHANBHBIX JaHHBIX COTPYAHUKOB YUPEKICHUS WIM HHbIE
KaTeropuu TMepCOHANbHBIX AaHHBIX MeHee udeM 100000 cyOBbeKTOB MepCOHANbHBIX JAHHBIX, HE
SBJIAIOIINXCS COTPYAHUKAMH Y UpEKICHHUSL.

7.12. JIns obecnieueHust 4-ro ypoBHsI 3aIUIIEHHOCTH MEPCOHAIBHBIX TaHHBIX MIPH UX 00paboTKe B
WH(POPMAIMOHHBIX CHCTEMax HEOOXOAMMO BBITIOTHEHHE CICTYIOIINX TPEOOBAHMIA:

- opraHmM3anus pexuma oOecrieueHHs O€30MacHOCTH TIOMEIIEHUI, B KOTOPBIX pa3MmeleHa
nH(OpPMaLlMOHHAsT CHCTEMA, MPEMATCTBYIOIIETO BO3MOXXHOCTH HEKOHTPOJIUPYEMOTO MPOHUKHOBEHUS
WM IPeOBIBaHMS B 3THX MOMEIEHUX JIML, HE UMEIOIUX MIPaBa J0CTyMa B 3TH TOMEUICHHUS;

- obecrieyeHre COXpPaHHOCTH HOCUTENICH MepCOHaIbHBIX TaHHBIX;

- YTBEpXKICHHE PYKOBOAUTENIEM YUPEXKICHHS JOKYMEHTA, OIpPENeNAIONero MepedeHb JInII,
JOCTYIl KOTOPBIX K IE€PCOHAIBHBIM JIaHHbIM, OOpabaTbiBaeMbiM B HWH(OPMALMOHHOW CHCTEME,
HEO0XOAUM JIJIs BHITIOJTHEHUSI UMH CITY>)KEOHBIX (TPYIOBBIX) 00513aHHOCTEIH;

- UCIOJIb30BAHUE CPEJCTB 3aIUThl MH(OPMALIUHY, POLIEAIINX MPOLETYPY OLEHKH COOTBETCTBUS
TpeOoBaHUsAM 3aKoHOJarenbcTBa Poccuiickoir Penepanuu B obinactu obOecriedyeHHst O€301acHOCTH
uHpopMaluy, B ciay4yae, KOTJa NPUMEHEHHE TaKHX CpeICTB HEO0OXOAWMO MJisi HeWTpalu3aluu
aKTyaJbHbIX yIpo3.

7.13. JIns obecrieuenust 3-ro ypOBHSI 3alTUIIICHHOCTH MEPCOHATBHBIX JJAHHBIX MPU UX 00paboTKe B
MH(POPMAIIMOHHBIX CHCTEMaX MOMHUMO BBIMOJHEHUS TPeOOBaHUMU, MPETyCMOTPEHHBIX IMyHKTOM 7.12
Hacrosimedt [lomutrky, HE0OXOaUMO, 4YTOOBI OBUIO HAa3HAYEHO JOJDKHOCTHOE JHUIO (paOOTHHK),
OTBETCTBEHHBI 32 o0ecreyeHrne 6€30MacCHOCTH NEPCOHATBHBIX JAHHBIX B UH()OPMAIIMOHHON CHCTEME.

7.14. JIns obecrieueHust 2-ro ypOBHsI 3alTUIIICHHOCTH MEPCOHATBHBIX JJAHHBIX MPU UX 00paboTKe B
MH(POPMAIIMOHHBIX CHCTEMaX MOMHMO BBIMOJIHEHUS TpeOOBaHMM, MPEAYCMOTPEHHBIX MyHKTOM 7.13
Hactosmed [lonmutuku, HEOOXOAMMO, 4YTOOBI JOCTYH K COJEP>KAaHUIO DSJIEKTPOHHOTO KypHalia
cOOOIIeHNH OB BO3MOXEH HCKIIOUUTENBHO JUIsI JOJDKHOCTHBIX JIMIL (PaOOTHUKOB) YupexaeHus,
KOTOPBIM CBEJICHUS, COJIEpKAIIUECs B YKa3aHHOM KypHaJie, HEOOXOAMMBI JJIs BHIIOJHEHUS CITYKEOHBIX
(TpYHOBBIX) 00S3aHHOCTEH.

7.15. JIns obecrieuenust 1-ro ypoBHS 3alTUIIIEHHOCTH MEPCOHATBHBIX JJAHHBIX MPU UX 00paboTKe B
MH(POPMAIIMOHHBIX CHCTEMaX IOMUMO TpeOOBaHUM, MPETyCMOTPEHHBIX MyHKTOM 7.14 Hacrosmei
[TonuTukn, HE0OXOIUMO BBIMOJIHEHHE CIAEAYIOIMINX TPeOOBaHMIA:
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- aBTOMAaTUYecKasi PEeTUCTPALIUs B DJIEKTPOHHOM KypHaJie O€30MaCHOCTH U3MEHEHUS TTOJTHOMOYMI
COTPYAHHMKA YUPEXKACHUS IO JIOCTYITY K MEPCOHATBHBIM JaHHBIM, COAEPKAIIUMCS B HHPOPMAITMOHHOMN
CHCTEMC;

- CO3JIaHH€ CTPYKTYPHOTO TOJpa3/eieHusi, OTBETCTBEHHOTO 3a oOOecredeHre Oe30MacHOCTH
MEPCOHANBHBIX JaHHBIX B MH(POPMAIIMOHHON cucTeMe, OO0 BO3JOXKEHHE HAa OJHO M3 CTPYKTYPHBIX
noApasaeneHnid PyHKIUi o 00ECTIEYeHHIO TaKOH O€30MacCHOCTH.

7.16. KoHTpOJIb 32 BHINOJIHEHHUEM YKa3aHHBIX B HACTOSILEM pasjiese TpeOOBaHU OpraHu3yeTcs U
MPOBOJUTCS YUPESXKICHHEM CaMOCTOSATEILHO W (WJM) C TMPUBJIICUYEHWEM Ha JOTOBOPHOW OCHOBE
IOPUANYECKHX JIMIl U WHIWBUIYaTbHBIX TPEIIPUHAMATENCH, UMEIONINX JUIICH3UI0 Ha OCYIIECTBICHUE
NEATETPHOCTH TO TEXHUYECKOW 3amuTe KoH(uIeHIHalIbHOW WH(OpManuu. YKa3aHHBI KOHTPOJb
MpoBOAUTCS HE pexe | pa3a B 3 rofa B CpOKH, ONpeIeisieMble Y UpeKICHUEM.

8. OTBeTCTBeHHOCTH

8.1. Hapymenue TtpebGoBanmii 3akoHa o0 uHbopMaiyy, MHPOPMALMOHHBIX TEXHOJIOTUSAX U O
3anIuTe HHPOPMALIUY BIICYET 32 COOON AUCHUILIMHAPHYIO, TPaKJaHCKO-TIPABOBYIO, aIMUHUCTPATUBHYIO
UJIY YTOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBUH € 3aKOHOAATeNbCTBOM Pocculickoit denepanuu.
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